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1. Requirements

Siemens has the following requirements regarding the electronic signing of PAYMUL messages:

· Two signatures:
To authorize an PAYMUL message it has to be signed by two persons.

· Signature booklet:
The two signatures have to be included in an electronic signature booklet which contains the public keys of all persons allowed to sign for Siemens.

· Organization:
An organization links EDIFACT senders and signatures in the booklet.

· Asymmetric Encryption:
An asymmetric encryption algorithm such as RSA with public and private keys is used.

2. Approach

The above requirements can be met by the AUTACK message. This message, however, is far too complex and is thus only used partly. The Siemens usage of this message is fully compliant with the standard and does not create a subset.

3. Electronic signature booklet

To establish the link between EDIFACT senders and the public keys of the persons allowed to sign for them the notion of an organization is introduced:

EDIFACT sender

Organization

Public key 







ZDM OI RZ SIEMENS AG
\

/
WSCHMEIS:A2139B7C72B03CE

SIEMENS AG SFS KF 1
-
SIEMENS
-
DWAHLEN:139B7C72B03CE5F


...
/

\
ANEEB:9B7C72B09B7C72B0







...







Interpretation:

All given EDIFACT senders belong to Siemens AG. The persons whose public keys are listed can sign for Siemens AG. Thus any person in this list can sign for any of the senders.

4. Example PAYMUL message
The following PAYMUL message which has been sent from „ZDM OI RZ SIEMENS“ (Siemens computing centre) to a bank with the EDIFACT identification „BANKID“ and the interchange control reference (ICR) „17“ shall be signed electronically.

UNA:+,? ’

UNB+UNOA:2+ZDM OI RZ SIEMENS AG+BANKID+970114:1000+17’

UNH+1+PAYMUL:D:96A:UN’

[...]

UNT+234+1’
UNZ+1+17’

5. Resulting AUTACK message (Electronic signature)
The signature will be sent to the bank by „SIEMENS AG SFS KF 1“ (Siemens corporate finance). The AUTACK message format is used. The message contains a security header block of four segments (USH, USA, USC and USA) per signature, the reference to the file that is signed (USB, USX), the signature result per signature (USY) and a security trailer per signature (UST).

UNB+UNOA:2+SIEMENS AG SFS KF 1+BANKID+970114:1005+10100017’

UNH+1+AUTACK:4:2:UN’

USH+7+1+3+1+2+1’

USA+1:16:1:6:1:7:1’

USC++3:DWAHLEN’

USA+6:16:1:10:1:7:1’

USH+7+2+3+1+2+1’

USA+1:16:1:6:1:7:1’

USC++3:ANEEB’

USA+6:16:1:10:1:7:1’

USB+1++ZDM OI RZ SIEMENS AG+BANKID’

USX+17+ZDM OI RZ SIEMENS AG+BANKID’

USY+1+1:139B7CB7C72B...03CE5F’

USY+2+1:B7C72B03CE5F...139B7C’

UST+1+5’

UST+2+5’

UNT+16+1’

UNZ+1+10100017’

Of the signature segments, basically only the information in boldface is variable, the other information will be the same in any AUTACK message sent by Siemens.

The variable information comprises: user identifications of the persons signing and their signatures.

6. Description of the AUTACK segments used

A detailed description of the AUTACK segments used and the (constant) values provided is given in this paragraph.

6.1. UNB-Segment

UNB+UNOA:2+SIEMENS AG SFS KF 1+BANKID+970114:1005+10100017’

The message is sent from „SIEMENS AG SFS KF 1“ to „BANKID“. The ICR of the message that is signed („17“) is prefixed with a constant („101“) to result in the ICR of this interchange („10100017“). It should be noted that the sender of the AUTACK message differs from that of the PAYMUL message. However both senders belong to the organization Siemens.

6.2. UNH-Segment

UNH+1+AUTACK:4:2:UN’

Tag #
Description
M/C
Format

Content
Explanation




UNH
+



0062
Message Reference Number
M
an..14
+
1


S009
Message Identifier
M





0065
  Message type identifier
M
an..6
:
AUTACK


0052
  Message type version number
M
an..3
:
4


0054
  Message type release number
M
an..3
:
2


0051
  Controlling agency
M
an..2
:
UN


0057
  Association assigned code
C
an..6
+



0068
Common Access Reference
C
an..35
+



S010
Status of Transfer
C





0070
  Sequence message transfer number
M
n..2
:



0073
  First/last sequence message transfer indication
C
a1
’



6.3. USH-Segment

USH+7+1+3+1+2+1’

Tag #
Description
M/C
Format

Content
Explanation




USH
+



0501
SECURITY SERVICE, CODED
M
an..3
+
7
NRO on referred inter-change, i.e. electronic signature for it.

0534
SECURITY REFERENCE NUMBER
M
an..14
+
1 / 2
Number of signature

0541
SCOPE OF SECURITY  APPLICATION,
CODED
C
an..3
+
3
complete interchange

is signed

0503
RESPONSE TYPE, CODED
C
an..3
+
1
No response required

0505
FILTER FUNCTION, CODED
C
an..3
+
2
Hexadecimal encoding

0507
ORIGINAL CHARACTER SET ENCODING,
CODED
C
an..3
+
1
ASCII, 7 bit

0509
ROLE OF SECURITY PROVIDER, CODED
C
an..3
+



S500
SECURITY IDENTIFICATION DETAILS
C





0577
  Security party qualifier
M
an..3
:



0538
  Key name
C
an..35
:



0511
  Security party id. Identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible agency,
  coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



S500
SECURITY IDENTIFICATION  DETAILS
C





0577
  Security party qualifier
M
an..3
:



0538
  Key name
N
an..35
:



0511
  Security party id. Identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible
  agency, coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



0520
SECURITY SEQUENCE NUMBER
C
an..35
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier
M
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
‘



The scope of application „3“ means that the hash function is applied to the complete interchange from UNA up to UNZ. This is necessary because the information as to which character represents the decimal sign (in the example the comma) has to be signed too.

6.4. USA-Segment

USA+1:16:1:6:1:7:1’

Tag #
Description
M/C
Format

Content
Explanation




USA
+



S502
SECURITY ALGORITHM
M





0523
  Use of algorithm, coded
M
an..3
:
1
Owner hashing algorith.

0525
  Cryptographic mode of operation, coded
C
an..3
:
16
DSMR

0533
  Mode of operation code list identifier
C
an..3
:
1
UN

0527
  Algorithm, coded
C
an..3
:
6
MD5

0529
  Algorithm code list identifier
C
an..3
:
1
UN

0591
  Padding algorithm, coded
C
an..3
:
7
ISO 9796 Part 2

0601
  Padding algorithm code list identifier
C
an..3
+
1
UN

S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
‘



6.5. USC-Segment

USC++3:DWAHLEN’

Tag #
Description
M/C
Format

Content
Explanation




USC
+



0536
CERTIFICATE Reference
C
an..35
+



S500
SeCURITY IdentifiCATION DeTAILS
C





0577
  Security party qualifier
M
an..3
:
3
Signature owner

0538
  Key name
C
an..35
:
DWAHL..
User ID

0511
  Security party identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible

 agency, coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



S500
SeCURITY IdentifiCATION DeTAILS
C





0577
  Security party qualifier
M
an..3
:



0538
  Key name
C
an..35
:



0511
  Security party identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible

 agency, coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



0545
CERTIFICATE SYNTAX AND VERSION,

 CODED
C
an..3
+



0505
FILTER FUNCTION, CODED
C
an..3
+



0507
ORIGINAL CHARACTER SET

 ENCODING,  CODED
C
an..3
+



0543
CERTIFICATE ORIGINAL CHARactr

 SET REPERTOIRE, CODED
C
an..3
+



0546
USER AUTHORISATION LEVEL
C
an..35
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
 Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
 Service character for signature
C
an..4
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier, coded
C
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier, coded
C
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier, coded
C
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier, coded
C
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



0567
SECURITY STATUS
C
an..3
+



0569
REVOCATION REASON, CODED
C
an..3
‘



6.6. USA-Segment

USA+6:16:1:10:1:7:1’

Tag #
Description
M/C
Format

Content
Explanation




USA
+



S502
SECURITY ALGORITHM
M





0523
  Use of algorithm, coded
M
an..3
:
6
Owner signing algorith.

0525
  Cryptographic mode of operation, coded
C
an..3
:
16
DSMR

0533
  Mode of operation code list identifier
C
an..3
:
1
UN

0527
  Algorithm, coded
C
an..3
:
10
RSA

0529
  Algorithm code list identifier
C
an..3
:
1
UN

0591
  Padding algorithm, coded
C
an..3
:
7
ISO 9796 Part 2

0601
  Padding algorithm code list identifier
C
an..3
+
1
UN

S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
‘



The exponent and the length of the modulo of the RSA algorithm are the same as the ones transferred with the public key information and are thus not repeated here.

6.7. USB-Segment

USB+1++ZDM OI RZ SIEMENS AG+BANKID’

Tag #
Description
M/C
Format

Content
Explanation




USB
+



0503
RESPONSE TYPE, CODED
M
an..3
+
1
No response required

S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier
M
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
N
n4
+



S002
INTERCHANGE SENDER
M





0004
  Interchange sender identification
M
an..35
:
ZDM OI..
Sender

0007
  Identification code qualifier
C
an..4
:



0008
  Interchange sender internal identification
C
an..35
:



0042
  Interchange sender internal subidentification
C
an..35
+



S003
INTERCHANGE RECIPIENT
M





0010
  Recipient identification
M
an..35
:
BANKID
Recipient

0007
  Identification code qualifier
C
an..4
:



0014
  Interchange recipient internal identification
N
an..35
:



0046
  Interchange recipient internal 
  subidentification
N
an..35
+



6.8. USX-Segment

USX+17+ZDM OI RZ SIEMENS AG+BANKID’

Tag #
Description
M/C
Format

Content
Explanation




USX
+



0020
INTERCHANGE CONTROL Reference
C
an..14
+
17
ICR signed

S002
INTERCHANGE SENDER
C





0004
  Interchange sender identification
C
an..35
:
ZDM ...
Sender

0007
  Identification code qualifier
C
an..4
:



0008
  Interchange sender internal identification
C
an..35
:



0042
  Interchange sender internal subidentification
C
an..35
+



S003
INTERCHANGE RECIPIENT
C





0010
  Interchange recipient identification
C
an..35
:
BANKID
Recipient

0007
  Identification code qualifier
C
an..4
:



0014
  Interchange recipient internal identification
C
an..35
:



0046
  Interchange recipient internal sub-id.
C
an..35
+



0048
GROUP REFERENCE NUMBER
C
an..14
+



S006
APPLICATION SENDER  IDENTIFICATION
C





0040
  Application sender identification
C
an..35
:



0007
  Identification code qualifier
C
an..4
+



S007
APPLICATION RECIPIENT ID.
C





0044
  Application recipient identification
C
an..35
:



0007
  Identification code qualifier
C
an..4
+



0062
MESSAGE REFERENCE NUMBER
C
an..14
+



S009
Message Identifier
C





0065
  Message type
M
an..6
:



0052
  Message version number
M
an..3
:



0054
  Message release number
M
an..3
:



0051
  Controlling agency
M
an..2
:



0057
  Association assigned code
C
an..6
:



0110
  Code list directory version number
C
an..6
:



0113
  Message type sub-function identification
C
an..6
+



0800
PACKAGE REFERENCE NUMBER
C
an..14
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier
M
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



It should be noted that the sender of the AUTACK message differs from the one of the PAYMUL message. However, both senders belong to the organization Siemens.

6.9. USY-Segment

USY+1+1:139B7CB7C72B03CE5F’

Tag #
Description
M/C
Format

Content
Explanation




USY
+



0534
SECURITY REFERENCE NUMBER
M
an..14
+
1 / 2
Number of signature

S508
VALIDATION RESULT
C





0563
  Validation value qualifier
M
an..3
:
1
Unique validation value

0560
  Validation value
C
an..512
+
139B7C...
Signature

S508
VALIDATION RESULT
C





0563
  Validation value qualifier
M
an..3
:



0560
  Validation value
C
an..512
+



0571
SECURITY ERROR, CODED
C
an..3
’



To arrive at the signature the following algorithm is used:

1.  Compute hash value of the complete PAYMUL message using the hash function MD5.

2.  Embed the hash value in the following string of 96 bytes (768 bits) length:
  1 byte  : Header, more-data bit and padding field (Content 01101010, 0x6A)
78 bytes : First 78 bytes of message to be signed
16 bytes : Hash value
  1 byte  : Trailer (Content 0xBC)

3.  Encrypt this string using the RSA algorithm with the private key of the user.

4.  The resulting signature is printed in HEX-encoding in the segment USY.

6.10. UST-Segment

UST+1+5’

Tag #
Description
M/C
Format

Content
Explanation




UST
+



0534
SECURITY ReFERENCE NUMBER
M
an..14
+
1 / 2
Number of signature

0588
NUMBER OF SECURITY SEGMENTS
M
n..10
’
5
Number of security (!) segments in this
group (!)

6.11. UNT-Segment

UNT+16+1’

The number of segments in this message is given

6.12. UNZ-Segment

UNZ+1+10100017’

The ICR is repeated.

7. Transfer of the AUTACK message

The PAYMUL and the AUTACK message can be transferred in two distinct files or in just one file.

If both messages are transferred in one file, the two interchanges are concatenated.

Example:

UNA:+,? ’

UNB+UNOA:2+ZDM OI RZ SIEMENS AG+BANKID+970114:1000+17’

UNH+1+PAYMUL:D:96A:UN’

[...]

UNT+234+1’

UNZ+1+17’

UNB+UNOA:2+SIEMENS AG SFS KF 1+BANKID+970114:1005+10100017’

UNH+1+AUTACK:4:2:UN’

[...]

USX+17+ZDM OI RZ SIEMENS AG+BANKID’

[...]

UNT+16+1’

UNZ+1+10100017’

8. Transfer of the public keys in a KEYMAN message

All valid public keys making up the Siemens electronic signature booklet will be communicated in one KEYMAN message. This is the preferred means of communicating the public keys.

UNB+UNOA:2+SIEMENS AG SFS KF 1+BANKID+970120:1000+10100001’

UNH+1+KEYMAN:4:1:UN’

USL+1+ZZZ:SIEMENS’

USC++3:DWAHLEN’

USA+6:16:1:10:1:7:1+13:010001+14:768+12:CF851655CFBE599CBA5A9EA85B997549B9A702BC0DDEFC596746536D75522EF5562386CD4E14E4F0E07D053A71925111BF644BA794837C5863FF5B570B6C6FF41693D281CF3548E40CB412D35BB08F342BB9B6AEC62B085D7A091E5C7E7406D7’

USC++3:ANEEB’

USA+6:16:1:10:1:7:1+13:010001+14:768+12:B86D02C6BEBB46381403A17F48BD4486C1AC3FCDB42F6D10E8C0C102E6D61557046E0D0E329AFE906E106E9372C044DFF2A4C2DB69BA60AAB189ECBBEC60771F47A2EC092D14EB2FF2CD800559B5E5C32E076EA6AF92C5E521BDE9E88E197DC3’

[...]

UNT+9+1’

UNZ+1+10100001’

One two-segment-block (USC and USA) per public key is transferred. The variable information is marked in boldface: user identification and public key.

To authorize the public keys a letter/fax with the following content will be sent in parallel. Only this information is relevant. The KEYMAN message is there only to avoid the necessity of the manual data capture.

___________________________________________________________________________

Electronic signature booklet of Siemens

User 1: DWAHLEN
Exponent: 65537
Modulo length: 768


____________________

CF 85 16 55 CF BE 59 9C BA 5A 9E A8 5B 99 75 49

B9 A7 02 BC 0D DE FC 59 67 46 53 6D 75 52 2E F5

56 23 86 CD 4E 14 E4 F0 E0 7D 05 3A 71 92 51 11

BF 64 4B A7 94 83 7C 58 63 FF 5B 57 0B 6C 6F F4

16 93 D2 81 CF 35 48 E4 0C B4 12 D3 5B B0 8F 34

2B B9 B6 AE C6 2B 08 5D 7A 09 1E 5C 7E 74 06 D7

User 2: ANEEB
Exponent: 65537
Modulo length: 768


____________________

B8 6D 02 C6 BE BB 46 38 14 03 A1 7F 48 BD 44 86

C1 AC 3F CD B4 2F 6D 10 E8 C0 C1 02 E6 D6 15 57

04 6E 0D 0E 32 9A FE 90 6E 10 6E 93 72 C0 44 DF

F2 A4 C2 DB 69 BA 60 AA B1 89 EC BB EC 60 77 1F

47 A2 EC 09 2D 14 EB 2F F2 CD 80 05 59 B5 E5 C3

2E 07 6E A6 AF 92 C5 E5 21 BD E9 E8 8E 19 7D C3

[...]




User n: ???
Exponent: 65637
Modulo length: 768

< Public key of user n >

Munich, 31.03.98

_____________________________                  _____________________________

1. Signature                                                         2. Signature

___________________________________________________________________________

9. Description of the KEYMAN segments used

A detailed description of the KEYMAN segments used and the (constant) values provided is given in this paragraph.

9.1. UNB-Segment

UNB+UNOA:2+SIEMENS AG SFS KF 1+BANKID+970120:1000+10100001’

The signature booklet is sent by „SIEMENS AG SFS KF 1“.

9.2. UNH-Segment

UNH+1+KEYMAN:4:1:UN’

Tag #
Description
M/C
Format

Content
Explanation




UNH
+



0062
Message Reference Number
M
an..14
+
1


S009
Message Identifier
M





0065
  Message type identifier
M
an..6
:
KEYMAN


0052
  Message type version number
M
an..3
:
4


0054
  Message type release number
M
an..3
:
1


0051
  Controlling agency
M
an..2
:
UN


0057
  Association assigned code
C
an..6
+



0068
Common Access Reference
C
an..35
+



S010
Status of Transfer
C





0070
  Sequence message transfer number
M
n..2
:



0073
  First/last sequence message transfer indication
C
a1
’



9.3. USL-Segment

USL+1+ZZZ:SIEMENS’

Tag #
Description
M/C
Format

Content
Explanation




UNH
+



0567
SECURITY STATUS, CODED
M
an..3
+
1
Valid

S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:
ZZZ
Electronic sign. Booklet

0558
  List parameter
M
an..70
+
SIEMENS
Name of the booklet

S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:



0558
  List parameter
M
an..70
+



S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:



0558
  List parameter
M
an..70
+



S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:



0558
  List parameter
M
an..70
+



S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:



0558
  List parameter
M
an..70
+



S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:



0558
  List parameter
M
an..70
+



S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:



0558
  List parameter
M
an..70
+



S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:



0558
  List parameter
M
an..70
+



S504
LIST PARAMETER
C





0575
  List parameter qualifier
M
an..3
:



0558
  List parameter
M
an..70
‘



A qualifier for „Signature booklet“ must still be defined. In the meantime the qualifier „ZZZ“ will be used.

9.4. USC-Segment

USC++3:DWAHLEN’

Tag #
Description
M/C
Format

Content
Explanation




USC
+



0536
CERTIFICATE Reference
C
an..35
+



S500
SeCURITY IdentifiCATION DeTAILS
C





0577
  Security party qualifier
M
an..3
:
3
Signature owner

0538
  Key name
C
an..35
:
DWAHL..
User ID

0511
  Security party identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible

 agency, coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



S500
SeCURITY IdentifiCATION DeTAILS
C





0577
  Security party qualifier
M
an..3
:



0538
  Key name
C
an..35
:



0511
  Security party identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible

 agency, coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



0545
CERTIFICATE SYNTAX AND VERSION,

 CODED
C
an..3
+



0505
FILTER FUNCTION, CODED
C
an..3
+



0507
ORIGINAL CHARACTER SET

 ENCODING,  CODED
C
an..3
+



0543
CERTIFICATE ORIGINAL CHARactr

 SET REPERTOIRE, CODED
C
an..3
+



0546
USER AUTHORISATION LEVEL
C
an..35
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
 Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



9.5. USA-Segment

USA+6:16:1:10:1:7:1+13:010001+14:768+12:CF851655CFB...7E7406D7’

Tag #
Description
M/C
Format

Content
Explanation




USA
+



S502
SECURITY ALGORITHM
M





0523
  Use of algorithm, coded
M
an..3
:
6
Owner signing algorith.

0525
  Cryptographic mode of operation, coded
C
an..3
:
16
DSMR

0533
  Mode of operation code list identifier
C
an..3
:
1
UN

0527
  Algorithm, coded
C
an..3
:
10
RSA

0529
  Algorithm code list identifier
C
an..3
:
1
UN

0591
  Padding algorithm, coded
C
an..3
:
7
ISO 9796 Part 2

0601
  Padding algorithm code list identifier
C
an..3
+
1
UN

S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:
13
Exponent

0554
  Algorithm parameter value
C
an..512
+
010001
Exponent

S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:
14
Length of modulus

0554
  Algorithm parameter value
C
an..512
+
768
Length of modulus

S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:
12
Modulus, i.e. public key

0554
  Algorithm parameter value
C
an..512
+
CF8516...
Public key

S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
‘



9.6. UNT-Segment

UNT+9+1’

The number of segments in this message is given.

9.7. UNZ-Segment

UNZ+1+10100001’

The ICR is repeated.

10. Transfer of the public keys in BCS files

For downward compatibility the signatures can also be communicated in BCS files. However, this is not the preferred method and will only be used if KEYMAN messages cannot be processed by the recipient.

A fax and/or letter as specified in paragraph 8 will be sent along with the files to authorize the keys.

The public keys of all persons in the electronic signature booklet will be transferred in files with the following structure. One file per public key is sent.

Field
Format
Description / Content

Version number
4 an
„A003“

User ID
8 an
Left adjusted, padded with spaces

Length of exponent
4 n
„0768“

Exponent
128 bytes
„216+1“ (i.e. „00 00 00 ... 00 00 01 00 01 HEX“)

Length of modulo
4 n
„0768“

Modulo
128 bytes
Right adjusted, padded with „00 HEX“

Sender ID/Organization
236 an
Max. 35 characters, left adjusted, padded w/ spaces

Example:

File „DWAHLEN.PUB“

File content in HEX
File content in ASCII




41 30 30 33 44 57 41 48 4C 45 4E 20 30 37 36 38
A003DWAHLEN 0768

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
................

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
................

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
................

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
................

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
................

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
................

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
................

00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 01
................

30 37 36 38 00 00 00 00 00 00 00 00 00 00 00 00
0768............

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
................

00 00 00 00 CF 85 16 55 CF BE 59 9C BA 5A 9E A8
.......U..Y..Z..

5B 99 75 49 B9 A7 02 BC 0D DE FC 59 67 46 53 6D
[.uI.......YgFSm

75 52 2E F5 56 23 86 CD 4E 14 E4 F0 E0 7D 05 3A
uR..V#..N....}.:

71 92 51 11 BF 64 4B A7 94 83 7C 58 63 FF 5B 57
q.Q..dK...|Xc.[W

0B 6C 6F F4 16 93 D2 81 CF 35 48 E4 0C B4 12 D3
.lo......5H.....

5B B0 8F 34 2B B9 B6 AE C6 2B 08 5D 7A 09 1E 5C
[..4+....+.]z..\

7E 74 06 D7 53 49 45 4D 45 4E 53 20 20 20 20 20
~t..SIEMENS     

20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20


20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20





11. Encryption using CIPHER

To assure confidentiality the PAYMUL and AUTACK messages will be transferred encrypted. The message type CIPHER will be used.

Example:

UNB+UNOA:2+SIEMENS AG SFS KF 1+BANKID+970114:1000+20100017’

UNH+1+CIPHER:1:1:ZZ’

USH+4+1+3+1+2+1’

USA+2:23:1:13:1:ZZ:1+1:0123456789ABCDEF+6:86CD4E....3A71925111’
USC++2:BANKKEY’

USA+5:::10:1:6:1’

USD+32000’

  75522EF5562386CD4E14E4F0E07D053A0B6C6FF41693D281CF3548E40CB4

  E4F0E07D053A0B6C6FF41693D281CF3548E40CB475522EF5562386CD4E14

  [...]

  86CD4E14E4F0E07D053A0B6C6FF41693D281CF3548E40CB4E4F0E07D053F

USU+32000’


UST+1+7’

UNT+9+1’

UNZ+1+20100017’

The message to be sent will first be encrypted using the Triple-DES algorithm with a randomly generated 128 bit key (of which only 112 bits are effectively used).

To be encrypted with the Triple-DES algorithm the length of the message in bytes has to be evenly dividable by eight. This will be achieved by using the ANSI X9.23 padding. At the end of the message to be signed padding characters will be appended as follows:
n = 8 - Len(Msg) MOD 8

Msg = Msg + (n-1)*Chr$(0) + Chr$(n).

The Triple-DES algorithm is used in cipher block chaining (CBC) mode with an initialization vector of „0123456789ABCDEF“.

The resulting output will then be hex-encoded and put between the USD and the USU segments. The number in these segments indicates the number of bytes between the „’“ of USD and the „U“ of USU. In the example the 32000 characters of hex encoded message represent an encrypted message of 16000 binary bytes.

The 128 bit Triple-DES key is padded to 768 bit using the ISO 9796 part 1 algorithm and then encrypted using a 768 bit public RSA key of the recipient and stored hex encoded in the USA segment („86CD4E...3A71925111“ in the example).

The ISO 9796 part 1 padding works (with the given lengths of 128 bit [i.e. 16 bytes] for the Triple-DES key and 768 bit [i.e. 96 bytes] for the RSA key) as follows:

Triple-DES key: 49 F1 89 51 61 79 BC 57 54 13 26 43 89 3B 2A 34.

Step 1: Put the Triple-DES key in the odd numbered bytes of the string to be signed:


49

F1

89

51

61

79

BC

57


54

13

26

43

89

3B

2A

34


49

F1

89

51

61

79

BC

57


54

13

26

43

89

3B

2A

34


49

F1

89

51

61

79

BC

57


54

13

26

43

89

3B

2A

34

Step 2: Fill the even numbered bytes by translating each nibble (half byte) of the odd numbered ones:

9D
49
13
F1
0D
89
43
51
23
61
FD
79
67
BC
4F
57

49
54
38
13
52
26
98
43
0D
89
86
3B
5B
2A
89
34

9D
49
13
F1
0D
89
43
51
23
61
FD
79
67
BC
4F
57

49
54
38
13
52
26
98
43
0D
89
86
3B
5B
2A
89
34

9D
49
13
F1
0D
89
43
51
23
61
FD
79
67
BC
4F
57

49
54
38
13
52
26
98
43
0D
89
86
3B
5B
2A
89
34

Translation table:

0
1
2
3
4
5
6
7
8
9
A
B
C
D
E
F

E
3
5
8
9
4
2
F
0
D
B
6
7
A
C
1

Example: The last byte “34” is translated to “89” (“3” ( “8”, “4” ( “9”).

Step 3: Modify bytes 1, 65 and 96:

5D
49
13
F1
0D
89
43
51
23
61
FD
79
67
BC
4F
57

49
54
38
13
52
26
98
43
0D
89
86
3B
5B
2A
89
34

9D
49
13
F1
0D
89
43
51
23
61
FD
79
67
BC
4F
57

49
54
38
13
52
26
98
43
0D
89
86
3B
5B
2A
89
34

9C
49
13
F1
0D
89
43
51
23
61
FD
79
67
BC
4F
57

49
54
38
13
52
26
98
43
0D
89
86
3B
5B
2A
89
46

Byte   1: The highest bit is cleared, the second highest set (“9D” ( “5D”)
Byte 65: The byte is XOR-ed with 1 (“9D” ( (“9C”)
Byte 96: The lower nibble becomes the higher and the lower is replaced by 6 (“34” ( “46”).

The resulting string is the encrypted using the RSA algorithm.

12. Description of the CIPHER segments used

A detailed description of the CIPHER segments used and the (constant) values provided is given in this paragraph.

12.1. UNB-Segment

UNB+UNOA:2+SIEMENS AG SFS KF 1+BANKID+970114:1000+20100017’

A new interchange control reference is generated.

12.2. UNH-Segment

UNH+1+CIPHER:1:1:ZZ’

Tag #
Description
M/C
Format

Content
Explanation




UNH
+



0062
Message Reference Number
M
an..14
+
1


S009
Message Identifier
M





0065
  Message type identifier
M
an..6
:
CIPHER


0052
  Message type version number
M
an..3
:
1


0054
  Message type release number
M
an..3
:
1


0051
  Controlling agency
M
an..2
:
ZZ


0057
  Association assigned code
C
an..6
+



0068
Common Access Reference
C
an..35
+



S010
Status of Transfer
C





0070
  Sequence message transfer number
M
n..2
:



0073
  First/last sequence message transfer indication
C
a1
’



12.3. USH-Segment

USH+4+1+3+1+2+1’

Tag #
Description
M/C
Format

Content
Explanation




USH
+



0501
SECURITY SERVICE, CODED
M
an..3
+
4
Confidentiality

0534
SECURITY REFERENCE NUMBER
M
an..14
+
1


0541
SCOPE OF SECURITY  APPLICATION,
CODED
C
an..3
+
3
The complete file is encrypted

0503
RESPONSE TYPE, CODED
C
an..3
+
1
No response required

0505
FILTER FUNCTION, CODED
C
an..3
+
2
Hexadecimal encoding

0507
ORIGINAL CHARACTER SET ENCODING,
CODED
C
an..3
+
1
ASCII, 7 bit

0509
ROLE OF SECURITY PROVIDER, CODED
C
an..3
+



S500
SECURITY IDENTIFICATION DETAILS
C





0577
  Security party qualifier
M
an..3
:



0538
  Key name
C
an..35
:



0511
  Security party id. Identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible agency,
  coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



S500
SECURITY IDENTIFICATION  DETAILS
C





0577
  Security party qualifier
M
an..3
:



0538
  Key name
N
an..35
:



0511
  Security party id. Identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible
  agency, coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



0520
SECURITY SEQUENCE NUMBER
C
an..35
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier
M
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
‘



12.4. USA-Segment

USA+2:23:1:13:1:ZZ:1+1:0123456789ABCDEF+6:86CD4E....3A71925111’

Tag #
Description
M/C
Format

Content
Explanation




USA
+



S502
SECURITY ALGORITHM
M





0523
  Use of algorithm, coded
M
an..3
:
2
Owner symmetric.

0525
  Cryptographic mode of operation, coded
C
an..3
:
23
Cipher Block Chaining

0533
  Mode of operation code list identifier
C
an..3
:
1
UN

0527
  Algorithm, coded
C
an..3
:
13
Triple-DES

0529
  Algorithm code list identifier
C
an..3
:
1
UN

0591
  Padding algorithm, coded
C
an..3
:
ZZ
Temporary value for
ANSI X9.23

0601
  Padding algorithm code list identifier
C
an..3
+
1
UN

S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:
1
Initialization value,

cleartext

0554
  Algorithm parameter value
C
an..512
+
012…EF


S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:
6
Symmetric key encrypted under a public key

0554
  Algorithm parameter value
C
an..512
+
86CD4E...


S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
‘



USC-Segment

USC++2:BANKKEY’

Tag #
Description
M/C
Format

Content
Explanation




USC
+



0536
CERTIFICATE Reference
C
an..35
+



S500
SeCURITY IdentifiCATION DeTAILS
C





0577
  Security party qualifier
M
an..3
:
2
Message recipient

0538
  Key name
C
an..35
:
BANKK..
User ID

0511
  Security party identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible

 agency, coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



S500
SeCURITY IdentifiCATION DeTAILS
C





0577
  Security party qualifier
M
an..3
:



0538
  Key name
C
an..35
:



0511
  Security party identification
C
an..512
:



0513
  Security party code list qualifier
C
an..3
:



0515
  Security party code list responsible

 agency, coded
C
an..3
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
:



0586
  Security party name
C
an..35
+



0545
CERTIFICATE SYNTAX AND VERSION,

 CODED
C
an..3
+



0505
FILTER FUNCTION, CODED
C
an..3
+



0507
ORIGINAL CHARACTER SET

 ENCODING,  CODED
C
an..3
+



0543
CERTIFICATE ORIGINAL CHARactr

 SET REPERTOIRE, CODED
C
an..3
+



0546
USER AUTHORISATION LEVEL
C
an..35
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
 Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
  Service character for signature
C
an..4
+



S505
SERVICE CHARACTER FOR

 SIGNATURE
C





0551
  Service character for signature qualifier
C
an..3
:



0548
 Service character for signature
C
an..4
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier, coded
C
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier, coded
C
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier, coded
C
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



S501
SECURITY DATE AND TIME
C





0517
  Date and time qualifier, coded
C
an..3
:



0338
  Event date
C
n..8
:



0314
  Event time
C
an..15
:



0336
  Time offset
C
n4
+



0567
SECURITY STATUS
C
an..3
+



0569
REVOCATION REASON, CODED
C
an..3
‘



12.5. USA-Segment

USA+5:::10:1:6:1’

Tag #
Description
M/C
Format

Content
Explanation




USA
+



S502
SECURITY ALGORITHM
M





0523
  Use of algorithm, coded
M
an..3
:
5
Owner Encyphering

0525
  Cryptographic mode of operation, coded
C
an..3
:



0533
  Mode of operation code list identifier
C
an..3
:



0527
  Algorithm, coded
C
an..3
:
10
RSA

0529
  Algorithm code list identifier
C
an..3
:
1
UN

0591
  Padding algorithm, coded
C
an..3
:
6
ISO 9796-1

0601
  Padding algorithm code list identifier
C
an..3
+
1
UN

S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
+



S503
ALGORITHM PARAMETER
C





0531
  Algorithm parameter qualifier
C
an..3
:



0554
  Algorithm parameter value
C
an..512
‘



12.6. USD-Segment

USD+32000’

Tag #
Description
M/C
Format

Content
Explanation




USD
+



0556
LENGTH OF DATA IN OCTETS OF BITS
M
n..18
+
32000
Number of bytes

0518
ENCRYPTION REFERENCE NUMBER
C
an 35




0582
NUMBER OF PADDING BYTES
C
an..35
+



12.7. USU-Segment

USU+32000’

Tag #
Description
M/C
Format

Content
Explanation




USU
+



0556
LENGTH OF DATA IN OCTETS OF BITS
M
n..18
+
32000
Number of bytes

0518
ENCRYPTION REFERENCE NUMBER
C
an 35




UST-Segment

UST+1+7’

Tag #
Description
M/C
Format

Content
Explanation




UST
+



0534
SECURITY ReFERENCE NUMBER
M
an..14
+
1
Number of signature

0588
NUMBER OF SECURITY SEGMENTS
M
n..10
’
7
Number of security segments in this
group

12.8. UNT-Segment

UNT+9+1’

UNT+
9+
1’

Number of segments in this message
Message reference number

12.9. UNZ-Segment

UNZ+1+20100017’

The ICR is repeated.

13. Encryption using EDIFACT Syntax 4

Instead of using the CIPHER message encryption can also be done using the EDIFACT Syntax 4.

<< TO BE ADDED ! >>

14. Contact

In case of questions or comments please contact: Dirk Wahlen, Telephone +49-89-636-33425.

15. References

AUTACK:
TRADE/WP.4/R.1246/Rev.1 (ISO 9735-6)

31 January 1997
KEYMAN:
TRADE/WP.4/R.1249 (ISO 9735-9)
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