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Foreword
This document describes the technical implementation of EDI-communication between the Customer and the Bank.

This document and the current MIG’s have been reviewed by the Bank.
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Communication

1.1 Introduction

Communication between the Customer and the Bank will take place by means of  the Customer 's standard means of connection with external parties. The applications (backoffice/EDI-converter) reside on a Local Area Network (LAN) supported by the Customer. The external  connections from this LAN are protected by a mechanism to restrict access to the Customers network to a limited number of trusted partners. 

A X.400 connection is the preferred solution for EDIFACT communication for the Customer. Some of the specifics are listed below :

w PAYMUL/AUTACK in the same interchange

w the Customer uses a Mailbus 400 from Digital as MTA.


X.400 version (84/88/92) : Preferable the latest possible.


X.25 connection (possibly with closed user groups) or ISDN.


Direct PRMD to PRMD connection between the Customer 's MTA and the banks.

w Two X.400 addresses; one for test and one for production.

w X.400 Subject field : none.

w All communication sessions should be terminated by a Communication Receipt (Receipt notification) to the sender.   


See also chapter 4.1 "Message Acceptance Acknowledgement", in this document.

The X.400 message will be structured in the following way : 


1.2 Protocols

The following communication protocols shall be used :


To be specified: (FTP,  TCP/IP, ISDN).

1.3 Communications software

N/A 

1.4 Service-provider

No third party service-provider except for the PPT's shall be used by either party.

Communication parameters

Bank:

Description:
Production:
Test:

IP address:
000.000.00.00
000.000.00.00

Subnetmask:
000.000.000.0
000.000.000.0

Routername:



ISDN/X.25-number:
99999999
99999999

Encapsulation type:



File name:



CHAP Send / Receive password: 



Customer:

Description:
Production:
Test:

IP address:
000.000.00.00
000.000.00.00

Subnetmask:
000.000.000.0
000.000.000.0

Routername:



ISDN/X.25-number:
99999999
99999999

Encapsulation type:



File name:



CHAP Send / Receive password: 



1.5 Logon/Logoff procedures

Customer user name on the Bank's server 
= "xxxxxxxx"

The Bank's user name on Customer server 
= "xxxx"

These user names and passwords are valid per date and can be changed with 1 weeks notice from both parties.  The passwords are known to the persons in charge.

1.6 Transmission header/trailer

None.

Security

1.7 Overview

1.7.1 Securing EDI Message(s)

The security solution contains the following elements:

· A hash function (SHA, [ISO10118-3] [FIPS180-1]) is used to make an electronic "fingerprint" of all the EDI messages in an interchange.

· An asymmetric encryption algorithm (RSA/ISO9796), using the Sender’s Private Key as encryption key, is then applied to this hash value to produce the Digital Signature. The resulting Digital Signature is sent from the Sender to the Receiver in an AUTACK message.
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The processes are described in the following sections of this document:

File format

2.2.1
Data Extraction
2.2.2
Hash Function

2.2.3
RSA Computation
2.2.4
Encoding

2.2.5
AUTACK

2.2.6
Verify EDI Message(s)

· If the Interchange is encrypted, the Receiver will decrypt the Interchange

· The Receiver will then check if the signature is valid with the use of the Sender’s public key. 

· The Receiver will also generate the correct hash value using the same algorithm as the Sender, and compare the two values. 

· A successful verification of the digital signature prove integrity of the interchange, authentication of the message sender and non repudiation of origin.
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The processes are described in the following sections of this document:

File format


2.3.1
Extract Electronic Signature
2.3.2
RSA Computation

2.3.3
Data Extraction

2.3.4
Hash Function


2.3.5
Hash compare


2.3.6
Electronic Signature process 

1.7.2 File format and character set of the input file

The input file should be in the ISO8859-1 character set. 

The input file should be a continuous stream of bytes without CR/LF characters

For the signature verification process to succeed when the file is received, the input to the hash algorithm must be exactly the binary values at both the sender and receiver side. 

The input file shall be one long string of characters, without line breaks or any form of record format. 

The actual EDIFACT file, when transmitted, may contain line/record breaks as needed, as long as the file is returned to its unbroken form before hash calculation.

The file shall be in the character set “ISO8859-1”, which is the same as the UN EDIFACT UNOC character set. 

The reason for the absolute requirement for agreement on the character set at the time of hash calculation, is that whilst a character may look the same when it is input in the source application as it does on the receiving end, it must be of the same binary value when the hash is calculated on both sides.

If, for example, the character “Ø” is input on a system using the character set ISO8859-1, it has the decimal value of ‘248’. The same character, when converted for viewing on a system using the IBM character set “CP865” has the value ‘157’. 

If hash calculation takes place after the file has been converted to CP865, the Hash Result will be different and the signature can not be verified correctly by the Receiver. 

1.7.3 Data extraction

The complete contents of all messages in the Interchange should be extracted, excluding the EDIFACT envelope.

The EDIFACT interchange consists of one or more messages enclosed by a UNH/UNT pair. An UNB/UNZ pair encloses the entire EDIFACT interchange. The UNB carries a reference to the partner sending the interchange, as well as a date and time of preparation. The UNZ carries a count of the number of messages in the interchange.

From the interchange, everything is extracted from and including the first ‘U’ of the first UNH, to and including the segment separator (normally the apostrophe “ ’ “ character) after the final UNT. 

The UNB/UNZ cannot be included in the hash calculation, since the AUTACK message is included in the same interchange. When the AUTACK message is included in the interchange, the message count in the UNZ is increased by one compared to the same interchange without the AUTACK message.

By not hashing the UNB, the partner reference in the UNB is not protected. This should not be detrimental to security as the partner reference would normally be used to locate the correct public key with which to verify the interchange. If the partner reference has been tampered with, the signature verification will fail due to an incorrect key being used. The interchange will then be rejected, as it would have been, if the UNB had been protected.

The date and time of preparation in the UNB is also omitted from the hash computation. However, important dates within the message, such as value dates, posting dates or execution dates, will be protected. 

Fraudulent misuse of the Test Indicator flag in the UNB segment will be avoided by use of a separate test facility and test private/public key pair.

1.7.4 Hash Function

The hash function shall be “SHA”  [ISO10118-3] [FIPS180-1] (see section 13 for references).

The extract referred to in section 2.2.2 shall be input without further processing into the hash function.

In particular, no padding shall be added, as the hash function automatically adds the padding required for secure and reliable processing.

Data is extracted from the interchange as described in section 2.2.2. Without further processing of any kind, this byte-stream shall be input into the hash function. 

The hash result is a block of binary data with a fixed length of 20 bytes. This data-block, “the Senders Hash Result”, is then input to the RSA/ISO9796 algorithm.

The Hash function “SHA” (Secure Hash Algorithm) was originally published by the U.S. National Institute of Standards and Technology in 1993 [FIPS180], and was updated in 1995. 

The updated version is referred to as either “SHA-1” or just “SHA”. 

The version intended here is the updated version described in  [ISO10118-3] and [FIPS180​​​​​​​-1]. 

This existence of two versions is unlikely to create confusion, as the original version was not widely implemented before it was superseded. 


The Hash Function has been chosen partly because it performs all required processing internally in the hash function itself, reducing the possibility of errors and misunderstandings in this phase of the processing. 

RSA/ISO 9796 Algorithm

1.7.4.1 Introduction

The hash result is input directly into the RSA/ISO9796 algorithm without further processing.

The RSA algorithm ISO9796 is chosen, as this automatically takes care of some requirements of the basic RSA algorithm.

The term “RSA algorithm” is not sufficient to uniquely identify the correct algorithm on both sender and receiver side. The “basic RSA algorithm” [RSA78] has formed the starting point for refinements, all using “basic RSA algorithm” as the engine. RSA according to ISO9796 is an enhancement of the “basic RSA algorithm”.

The enhancements are desirable because the basic RSA algorithm has some requirements regarding the value of the first data-byte to be signed. It is also recommended, when using basic RSA algorithm, to add random data to the hash result before applying the RSA algorithm in order to enhance the security of the solution.

Using RSA according to ISO9796 takes care of these requirements internally in the algorithm.

Finally, the RSA/ISO9796 algorithm contains a “cross-check” on the signature, in the signature. When verifying the signature, the RSA/ISO9796 algorithm will report errors as one of “signature is not a valid RSA/ISO9796 signature” or “incorrect RSA public key used”, which is a great aid should problems occur. (The basic RSA algorithm will only report “error” or “OK”).

The result of the hash step described in section 2.2.3 is input directly into the RSA/ISO9796 algorithm, with the Senders Private Key used as key. 

Since the RSA/ISO9796 supports binary data as input, no format conversion of the hash result is necessary.

1.7.4.2 Key lengths, public exponents etc.

Parameters for the RSA/ISO9796 algorithm:

Modulus length 
: 1024 bits

Public exponent 
: The Fermat 4 number, 6553710, 10001H

Encoding of resulting binary data

The binary result of the RSA algorithm must be converted to text  before it can be placed in the AUTACK [known as filtering process].

The result of the RSA algorithm is a binary data-block and should be converted to ASCII with the following coding:

Binary Value
ASCII encoding

00 (0x00)
 '00' (0x30 0x30)

 01 (0x01)
 '01' (0x30 0x31)

 .
.

FF  (0xff)
'FF'  (0x46 0x46)

For example the 5 Hexadecimal bytes:

0x48 0x49 0x21 0x0D 0x0A 

will be encoded as the 10 character string:

'4849210D0A', 

which is in Hexadecimal notation:


0x34 0x38 0x34 0x39 0x32 0x31 0x30 0x44 0x30 0x41

As can be seen from the above example,  the Hexadecimal filtering will double the size of the binary data. This means that 128 byte digital signature once filtered will occupy 256 bytes in the USY segment in the AUTACK message. Before verifying the signature the reverse process should be performed. 

Placing the signature in the AUTACK message

The resulting ASCII-converted signature is placed in the AUTACK message, in the USY segment 

UNH+1+AUTACK:4:1:UN:NH6101'

USH+7+1+ZZZ+1+2+2+1++++1:19960917:103146'
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The AUTACK message is placed as the last message in the same interchange as the message(s) to which it refers .
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Figure 3 : Graphical representation of Electronic Signature process

Verification process

1.7.5 Character set and file format

· Ensure that the input file is in the correct character-set, ISO-8859-1. 

· Ensure that the file does not contain any CR/LF characters, as discussed in section 2.2.1.

1.7.6 Electronic signature, pickup from AUTACK message

· Locate the Digital Signature in the USY segment of the AUTACK message.

· Convert the ASCII-characters to binary, 8-bit data, using the reverse of the process described in section 2.2.2. The resulting binary data-block is the Senders Signature on the EDI Message(s) to which the AUTACK message refers.

1.7.7 Signature verification

· Identify the Sender, and locate the Senders Public Key. The exact procedures for doing this are out of scope of this document.

· Use the Senders Public Key to verify the Senders Signature. 

When using RSA/ISO9796, there are two possible error exits: 

1. Integrity error - e.g. the signature is not a valid ISO9796 signature and 

2. Incorrect key - e.g. the Public Key applied cannot process the signature.

A successful RSA/ISO9796 decryption will yield a binary data-block, which is the hash result the Sender calculated on the EDI Message(s), the Senders Hash Result.

1.7.8 Data extraction

· From the original interchange, extract the data as described in section 2.2.2, from and including the first ‘U’ of the first ‘UNH’, until the last apostrophe after the last UNT . The AUTACK message is not to be included in the extract.

· Make sure that the extract is in the correct character set and has no CR/LF characters.

1.7.9 Hash process

· The data extracted in section 2.3.4 is input into the agreed hash algorithm. The resulting binary data is the Receivers Hash Result.

The result of the hash-function will be a fixed number of bytes, depending on the algorithm selected.

1.7.10 Hash compare 

· Compare the “Receivers Hash Result” byte-for-byte with the “Senders Hash Result”.

A successful compare indicates that the integrity of the EDI Interchange is intact. 

Since the Digital Signature verification was successful, it can be proven that the Sender actually sent this specific interchange, which has not been altered after being signed by the Sender. 

In other words, there is Authentication, Integrity and Non-repudiation of Origin.

The most likely causes of failure during the verification process are unfortunately that one of the parties fails to comply with the specifications.  By far, the most common errors deal with character sets (where one of the parties fails to convert 8-bit characters correctly), single characters being dropped (typically spaces) or added (CR/LF). 
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Figure 4 Signature verification process

1.8 Security violation

If the Digital signature fails to verify correctly, this shall be seen as a security violation.  A missing AUTACK is also a security violation.

In case of a security violation no Message Acceptance Acknowledgement (see section 4.2) shall be issued, and the procedure in section 8 must be followed.  See also section 5.3.

Record storage

The parties shall store and retain the EDI Messages transmitted under this Contract, and records relating to the processing of the EDI Messages. EDI Messages shall be stored in the format in which they were sent or received. The storage period is no less than 3 months.

Each party shall implement and maintain adequate security measures to prevent the stored EDI Messages and their related records from alteration. Both the EDI Messages and the related records shall be stored in such a way that they may be reproduced on paper.

Data flow and acknowledgement

1.9 EDI Messages Covered by this Document

The following types of EDI messages will be supported between the Customer and the Bank:

From the Customer to the Bank:

Payment orders : 
PAYMUL 
(EDIFACT D.96A)

Message Acceptance Acknowledgement and Syntax errors:
CONTRL
(EDIFACT, R.1186)





Authentication :
AUTACK
(UN/ECE/TRADE/WP.4/R.1245 and -R.1246.  Adapted to the Recommended Practice - SJWG)

From the Bank to the Customer:

Debit advice :
DEBMUL 
(EDIFACT D.96A)

Credit advice :
CREMUL 
(EDIFACT D.96A)

Application errors :
BANSTA 
(EDIFACT D.96A)

Message Acceptance Acknowledgement and Syntax errors :
CONTRL 
(EDIFACT, R.1186)

Authentication 
AUTACK
(UN/ECE/TRADE/WP.4/R.1245 and -R.1246.  Adapted to the Recommended Practice - SJWG)

The use of these messages is explained in the following scenarios.  The Customer and Bank must follow the rules defined in these scenarios.

1.10 Message Acceptance Acknowledgement (MAA)

An EDI message is deemed to have been received by the receiving party when the transmitting party has received a Message Acceptance Acknowledgement (MAA) on the sent EDI message.

The transmitter of the EDI messages is obliged to check that a MAA is received on all sent files.  If a MAA  is not received, the file containing the EDI messages must be re-transmitted.

The MAA is implemented using a CONTRL signed with an AUTACK.

Cut off times and retention

Message Type
Transaction Type
Cut-off
Comments

PAYMUL 
Domestic Payments
16:00 CET
Same day Value Date according to PAYMUL DTM segment. 

If booking date missed, Value Date will be the next Canadian business day.


International Payments (Wire)
16:00 CET
Same day Value Date according to PAYMUL DTM segment. 

If booking date missed, Value Date will be the next Canadian business day.


Cheque Payments
16:00 CET
Cheques sent within cut-off, will be printed and mailed to the recipient within 16:00 CET the next Canadian business day. 

Also see section Error! Reference source not found. Data Flow for Cheques

DIRDEB
Direct Debits
14:00 CET
All DIRDEB transactions received within this time will be booked the same day but will get value date +2 bank working days

DEBMUL
Debit Advice

from PAYMUL


07:00 CET
Within 07:00 day after PAYMUL

CREMUL
Credit Advice


07:00 CET
Within 07:00 each day.

BANSTA
Banking Status from Bank to Norsk Hydro
Normally a negative BANSTA will be returned within 2 hour after bank have sent the CONTRL and always within 24 hours


CONTRL/AUTACK 
From Bank to Norsk Hydro
Within 30 minutes after reception of PAYMUL


CONTRL/AUTACK 
From Norsk Hydro to the Bank
Within 30 minutes after reception of BANSTA/ CREMUL/DEBMUL


1.11 Transaction Types Covered by this Document

· Account to account - see section Error! Reference source not found..

· Wire Payments/International Payments - see section Error! Reference source not found..

· Payment by Cheque Issuance - see section Error! Reference source not found..

· Incoming Credits – see section Error! Reference source not found..

Value Date

1.11.1 PAYMUL Value Dates

For PAYMUL, segment DTM-209 is used to state the desired Value Date. Commerzbank will at all times treat this date as Norsk Hydro’s desired Value Date. 

The following table shows how PAYMUL Value Dates will be determined:



Norsk Hydro sends
Bank processes

Transaction
Situation
DTM-209

Desired Value Date
Day 1: - 

Mon 1st April 

Cut-off
Day 2: - 

Tue 2nd April

   Cut-off
Day 3: - 

Wed 3rd April

  Cut-off
Day 4: - 

4th April

  Cut-off
Actual Value Date














PAYMUL – Bulk Domestic
Normal
Mon 1st April
Received
Booked






Mon 1st April

PAYMUL – Bulk Domestic
Missed

cut-off
Mon 1st April

Received

Booked




Tue 2nd April

PAYMUL – Bulk Domestic
Deferred booking
Wed 3rd April
Received




Booked


Wed 3rd April














PAYMUL – Wire
Normal
Mon 1st April
Received
Booked






Mon 1st April

PAYMUL – Wire
Missed

cut-off
Mon 1st April

Received

Booked




Tue 2nd April

PAYMUL – Wire
Deferred booking
Wed 3rd April
Received




Booked


Wed 3rd April

Defered bookings:

Bookings can be sent up to 30 calender days in advance.

1.11.2 DIRDEB Value Dates

For DIRDEB, segment DTM-209 is used to state the desired Value Date. DIRDEB must be sent before cut-off minimum 2 bank working days in advance of the desired Value Date. Norsk Hydro will not send deffered booking transactions in DIRDEB. The following table shows how Value Date for DIRDEB will be determined:



Norsk Hydro sends
Bank processes

Transaction
Situation
DTM-209

Desired Value Date
Day 1: - 

Mon 1st April 

Cut-off
Day 2: - 

Tue 2nd April

   Cut-off
Day 3: - 

Wed 3rd April

  Cut-off
Day 4: - 

4th April

Cut-off
Actual Value Date














DIRDEB
Normal


Wed 3rd April
Received




Booked


 Wed 3rd April

DIRDEB
Missed

cut-off
Wed 3rd April

Received





Booked
Thu 4th April

1.12 Repair of Wire Payments

All wire payments may require repair by Bank if the information stated by the ordering customer is incomplete. To ensure that Wire Payments are processed, Bank will attempt repair according to the following rules:

·  Norsk Hydro guarantee to send the following minimum information:

· Account Owner, Ordering Party, Value Date, Amount, Currency, plus
· Beneficiary’s NAME, at least 1 Address Line, Country Code, plus
· Beneficiary’s BANK: -

either 

· Name, at least 1 Address Line, Country code

or 

· SWIFT Code (quality not guaranteed)

· Repair of Credit Party (Beneficiary Bank) – Bank will convert the Credit Party into a SWIFT–code. If there are any queries regarding the execution, Bank will contact the agreed person in Hydro Finance Partner. The execution will be immediate, when all required information is available. There will be no change to the ordered value date, as long as the payment is received before cut-off.

1.13 Key Reference Numbers used in the Messages

The following table is a summary of the key reference numbers used in the EDIFACT messages (also see section Error! Reference source not found.).


PAYMUL
DEBMUL
DIRDEB

(multiple)
CREMUL
BANSTA

(multiple)












RFF-level:
B
C
B
C
B
C
B
C
B (no C-level)












Normal Bulk Domestic
AEK
CR

RA
ACK

AEK
CR






Bulk Domestic with application error
AEK
CR

RA






ACK (BGM)

AEK (B-level)

CR (C-level)

Returned PAYMUL
AEK
CR

RA




AEK
CR

RA


Normal credit








ACK
RA


Normal DIRDEB




AEK
CR

RA
ACK

AEK



DIRDEB with application error




AEK
CR

RA


ACK (BGM)

AEK (B-level)

CR (C-level)

Returned DIRDEB


ACK
CR

RA
AEK
CR

RA




In section Error! Reference source not found. there are more details about key reference qualifiers used in the RFF segments per messagetype.

1.14 Duplicate Detection

All EDI messages sent by the parties must carry an application level reference which can be used for detecting duplicated transactions. The UNB/UNH reference numbers of the messages are not considered application level reference. 

The EDI messages sent by the Customer will carry the Customers Backoffice Reference Number in the RFF segment in segment group 4 (AEK) in the PAYMUL message.

In order to detect duplicates, this Customer Backoffice Reference Number in the SG4 RFF segment (AEK), must be stored by the Bank for a period of 1 month.

All EDI messages received by the Bank must be checked against this list of previously received messages, and any duplicated transactions must not be processed by the Bank.

1.15 Scenario notations

Each scenario shows the parties involved in the transmission of the messages. Lines between the parties indicate each transmitted interchange. The direction of the interchanges is indicated by an arrow. 

An interchange shall not contain different types of EDIFACT messages, although several occurrences of the same type of EDIFACT message may be included in one interchange. The only exception to this rule is that each interchange must contain a closing AUTACK message (see section Error! Reference source not found.). 

One message in one interchange is indicated as follows: 

· “PAYMUL 1” 

where “1” identifies the PAYMUL message in the interchange.

One debit level in one message in one interchange is indicated as follows: 

· “PAYMUL 1(B1)” 

where “B1” identifies the debit level.

One payment order in one debit level in one message in one interchange is indicated as follows: 

· “PAYMUL 1(B1(C1))” 

where “C1” identifies the payment order. 

Several payment orders in several debit levels over several messages are indicated as per the following examples: 

· ”PAYMUL 1(B1(C1,C2,C3,C4,C5))”

· “PAYMUL 2(B2(C6,C7))”

· “PAYMUL 3(B3(C8,C9,C10))”

· “PAYMUL 4(B4(C11,C12,C13))”

· “PAYMUL 5(B5(C14,C15))”

· “PAYMUL 6(B6(C16,C17,C18))”

Reference to messages previously transmitted are shown in square brackets, for example: CONTRL [1]. Status of a CONTRL is shown below the arrow-line. 

Special incidents are stated in grey boxes, e.g. time out and booking.
Scenarios in Detail - PAYMUL and DEBMUL.

This section is a presentation of message flow for different scenarios for the PAYMUL and DEBMUL messages.   Scenario 1 to 7 (section 5.1 to 5.7) are before cut-off.  Scenario 8 and 9  (section 5.8 and 5.9) are after cut-off and booking.

Important:
Security (digital signature in AUTACK) is applied to all messages that will be transmitted between the parties.  It is therefore likely that the same situations as described in scenario 3, 5, 6 and 7 (using PAYMUL as an example) may occur  when transmitting other messages like CONTRL, BANSTA, CREMUL and DEBMUL.  The described procedures should then be followed.  Please notice that the role of the Customer and the Bank then might be different from what is described in the scenarios.

1.16 Scenario 1: Normal message flow
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An interchange containing 5 payments is sent from the Customer to the Bank.  

The PAYMULs and the AUTACK messages are placed in the same interchange.

The AUTACK carries the digital  Signature of the PAYMULs. 

If the interchange is received properly in the Bank and the digital signature is verified correctly, a MAA (see section 4.2) is returned as soon as possible (see section 4.3).   When the MAA message has reached the Customer it implies that the Bank acknowledges the reception of the PAYMULs and assumes responsibility for further processing of the transactions (Message Acceptance Acknowledgement).

The Bank will then validate the received data and if no mistakes are detected,  the total amount received within cut off (see section 4.3) will be debited the Customer's account.  A DEBMUL is sent as soon as possible (see scenario 8).

1.17 Scenario 2: Cancellation

Transactions previously transmitted in PAYMULs may be cancelled manually using fax or phone.  The cancellation must be received by the bank within cut off the same day as the PAYMUL is sent in order to be executed. 

Scenario 3: Syntax error.
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A syntactical error is detected in a PAYMUL message when the interchange is received by the Bank. A negative CONTRL message is then returned, rejecting the interchange with the erroneous message. 

Because authentication was applied to the whole interchange, it may not be possible to authenticate the other messages.  To simplify processing, the whole interchange is rejected.

A reference to message number and the segment in the message where the mistake occurred, is included in the CONTRL.  

The Customer  will try to locate and correct the error and if necessary contact the Bank for help.  Then the Customer  will send the rejected message again before or after cut off in a new interchange with new UNB reference numbers and possibly new UNH and BGM reference numbers.  The back office reference number (SG4, RFF) will contain the same reference numbers as the originals.

The same scenario will occur if a syntax error is detected in the AUTACK message.  A syntax error in AUTACK is not regarded as a security violation (see 5.6). 

1.18 Scenario 4: Application error, message rejected by Bank.
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The PAYMUL interchange is received by Bank and syntax is OK, but an application error is detected in PAYMUL 11.  The MAA message is sent as normal accepting the interchange, but a BANSTA (with an appropriate code) is shortly sent afterwards - rejecting transaction 11.  The BANSTA is acknowledged with a MAA. Transaction 11 is not booked.  The other transactions is processed as normal and will be booked.  The erroneous payments will be registered in the Bank's duplicate detection system.

The Customer  will try to correct the error and send the transaction with a new reference in a new PAYMUL message and in a new bulk.

For more details, see the BANSTA MIG.

Scenario 5: Lost PAYMUL, re transmission.
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If the Customer  does not receive an MAA as a Message Acceptance Acknowledgement on a transmitted interchange within the timeframe specified in section 4.3,  the Customer will then first try to locate the problem (contact the Bank, etc.) and then try to re-send the interchange.

Duplicates:
It may happen that the first PAYMUL interchange reaches the Bank after the second PAYMUL interchange is processed.  The duplicate transactions  must be detected by the Bank as described in section 4.8, and must not be processed. The period during which the Bank must be able to detect duplicates is specified in section 4.8. Duplicate payments received after this period expires may be processed as normal payments.

1.19 Scenario 6: Security violation
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If the interchange fails security verification by Bank, a fax./phone will be returned to the Customer.  The procedures stated in Section 8, must in this case be followed. 

The following points are defined as security violation.

· Invalid signature / hash value

· Missing AUTACK.


For a description of syntax error in AUTACK see chapter 5.3
Scenario 7: Lost CONTRL/AUTACK (MAA)
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If no MAA is received, the Customer will get a time-out within a specified time, and will then re-send the payments.  Before re-sending the payments, the Customer may contact the Bank to sort out the problem.

There are 2 possible outcomes of this situation:

Possibility 1:

As indicated in the figure, the Customer can send a duplicate and the Bank will then return a MAA on this interchange.  Because of the Bank's duplicate control payments will only be processed once.

Possibility 2:

Another possibility is that the Bank will re-send the MAA message until a Communication Receipt  is received.

1.20 Scenario 8: Booking and account statement
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Previously sent and accepted PAYMULs (scenario 1 - 7) are booked after cut off (Booking A).  One posting is made for all processed PAYMULs received by the bank within cut off for one day.  The DEBMUL is returned as soon as possible containing the booked amount and correct value date at the B-level.  The booked amount of the B-level of the DEBMUL is equal to the B-level of the PAYMUL with the rejected payments subtracted.  One DEBMUL is sent for all PAYMULs and the references to the original PAYMULs are stated at the B-level of the DEBMUL.

All payments sent before cut off (see section 4.3) will get value date the next day.

If the DEBMUL is properly received by the Customer, a MAA is returned.

The SWIFT 940 account statement and the paper statement is sent shortly after the DEBMUL inter- change, and will consist of one sum per posting (A - E).

Scenario 9: Rejected by Clearing House (CH) or Receiving Bank (RB).
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 Rejected by receiving bank/ Clearing House : 

The rejected message is credited to the original debit account. The Customer will be advised in a CREMUL.

The CREMUL is acknowledged with an MAA.

Scenarios in Detail - CREMUL

This section is a presentation of message flow for different scenarios, for the CREMUL message.

1.21 Scenario 10: CREMUL input
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This scenario describes all possible inputs to CREMUL messages.  

· Payment type - A 

· Payment type - B 

· Manual payments - C

· International payments  - SWIFT 
Booked separately

When booked, Bank will send booked amount and value date at the B-level in the CREMUL.  One B-level is sent for each payment type.  At the C-level,  each of the above stated transactions (1 - 12) are stated. If the interchange is received properly by the Customer, a MAA is returned as soon as possible (positive CONTRL).

International payments are booked separately (one B- and C-level per payment).

Each payment should contain either a reference number (rejected transactions or credit on direct debit's) or enough information (beneficiary/ordering customer name and payment details) to be identified by Customer.

When the MAA message has reached the Bank it implies that the Customer acknowledges the reception of the CREMUL and assumes responsibility for further processing of the transactions (Message Acceptance Acknowledgement).  If the Bank has not received a MAA within specified time (section 4.3), the Bank must follow the procedures for re-sending as described in section 5.5 and 5.7.  If the CREMUL contain a syntax error the CONTRL will report this (see section 5.3).  

The SWIFT 940 message will contain one amount for each booking.

Specification of the use of the UN/EDIFACT syntax rules

Version 3 of the UN/EDIFACT syntax rules shall be used for all transmissions between the parties as follows:

1.22 Character set and encoding

The level C character set, encoded according to ISO 8859-1, shall be used for all Messages.

1.23 Separators, service characters and the use of the UNA segment

The UNA segment should always be present in an interchange to indicate which separators including the decimal separator, that is used.


It is recommended to use standard separators according to level A of UN/EDIFACT:


'
(apostrophe)

as segment terminator,


+
(plus sign)

as data element separator,


:
(colon)


as component data element separator and


?
(question mark)
as release character.

1.24 Use and contents of the UNB segment

The parties shall be identified as sender/receiver, in UNB/S002 and UNB/S003 respectively, as follows:

Data element
The Customer
Bank 

S002-0004/S003-0010

Sender identification/ Recipient identification
HYDRO-FINANCE
BANK

S002-0007/S003-0007

Partner identification code qualifier
ZZ (Bilateral agreement)
ZZ (Bilateral agreement)

S002-0008

Address for reverse routing
Shall not be used.


S003-0014

Routing address
Shall not be used.


Other data elements in the UNB segment shall be used as follows:

Data element
Agreed usage

S001-0001

Syntax identifier
Shall contain the value UNOC

S001-0002

Syntax version number
Shall contain the value 3.

S004

Date/time of preparation
Shall contain the Sender's local time at the time of construction of the interchange.

0020

Interchange control reference 
Shall contain a unique reference for each interchange transmitted between the parties.

S005

Recipients reference, password
Shall not be used.

0026

Application reference
Shall not be used.

0029

Processing priority code
Shall not be used.

0031

Acknowledgement request
If acknowledgement (MAA) should be returned, then this DE must contain the value 1. If not this DE will not be stated (blank). 

0032 

Communication agreement ID
Shall not be used.

0035

Test indicator
Shall be used when the interchange contains test data, otherwise it shall not be used. If used it shall contain the value 1.

1.25 Use and contents of the UNG segment

The UNG segment shall not be used, as functional groups are not used.

Procedures

1.26 Contact Personnel

The following personnel may be contacted in case of problems:

Problem
Party
Name
Phone no.
Fax no./mail

Account Overdraft
Customer
Treasury Department 
+ 47 22 53 20 90
+ 47 22 53 22 72


Bank




EDI, Communication
Customer
HDA, Felos Operation
+ 47 965 14 669



Bank




Security violation
Customer
Dagrun Young
+ 47 22 53 27 11
+ 47 22 53 22 72


Bank

ISDN

FTP

+46 8 639 3431

+46 8 639 2547


Other Payment Problems
Customer
Bjørn Martin Kvande

Kristin Vaksaker
+ 47 22 43 22 37

+ 47 22 43 23 36
+ 47 2243 2272

   -----    "   --------


Bank




1.27 Security violation

When a possible security violation is detected by either party, the party that discovered the abnormality shall without delay inform the other party through the contact points listed above, by fax and telephone.

The other party will immediately verify the authenticity of the request by calling the contact person for security violation listed in the Technical Specification.

If the Customer knows or suspects that the security of the EDI solution as described in this Contract is compromised, the Customer shall without undue delay notify the Bank's Customer Service Centre by telephone or fax. The Bank will confirm this action.

The Customer will describe the nature of the problem and ask the Bank to cease accepting payment instructions for which the compromised security solution is used for authentication.

When the Bank has verified the authenticity of the request, the Bank will without undue delay (within fifteen minutes) freeze the system from accepting the payment instructions as mentioned and confirm this by telephone or fax immediately thereafter.

The Customer is not liable for payment instructions authenticated by the compromised security solution which are received by the Bank after this confirmation has taken place. A best effort will be made by the Bank to stop payments which have been received previously, and which may have been executed.

Error handling

Handling of possible nonconformity’s and errors; 

In the event of problems, appropriate personnel with both the Customer and the Bank will be approached to solve the problem. After communications have been restored, pending EDIFACT messages shall be transmitted from both parties.

1.28 Key management

The content of the public key is not confidential. However, the receiver of the key is required to ensure that the key has been generated by an authorised person in the  organisation of the party generating the key. 

New keys will be transmitted to the receiver in the following manner :

1. Two identical copies of a “Public Key Document” will be created, each of which contains the following information:

· Identity of the originating organisation, with sufficient information for legal purposes (e.g. Company registration details).

· Identity and contact details of one or two individuals authorised, separately or together, to take responsibility for the business content of all EDIFACT messages which will be verified by this key.

· Validity period for the key, with explicitly stated start and end dates.  

· The public key itself, as hexadecimal characters.  At the discretion of the parties concerned this could also be provided on a floppy disk or other computer-readable medium, but a paper copy must be provided in any event, in order to form a legally-binding signed document.

· A checksum of the public key (principally to allow for checking that it has been entered correctly on the recipient’s computer system): 16-bits sum of the ASCII value of the hexadecimal representation of the Public Key characters.

· The written signature of the authorised individual(s) specified above.


2. Both copies are delivered to receiver, preferably at a face-to-face meeting but if necessary by mail or by courier.  

After receiving the above document, the receiver of the key will contact the party which has generated the key through the person referred to in point 2 above  and verify the new public key. 

After the new public key has been successfully verified by the receiver, the receiver shall sign both copies of the Public Key Document, and return one copy to the originator.

The signed Public Key Document must be stored securely, and for at least as long as messages verified using that key may be disputed (which may be longer than the key lifetime).  This is part of the legal evidence, should a dispute arrive between the parties,
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All Messages transmitted between the parties shall be used according to the below specified Message Implementation Guidelines. 

Payment orders:

UN/EDIFACT Message type
PAYMUL

UN/EDIFACT Directory
D.96A

Message Implementation Guideline
NH

Payment credit advice:

UN/EDIFACT Message type
CREMUL

UN/EDIFACT Directory
D.96A

Message Implementation Guideline
NH

Payment debit advice:

UN/EDIFACT Message type
DEBMUL

UN/EDIFACT Directory
D.96A

Message Implementation Guideline
NH

Multiple Direct Debits:

UN/EDIFACT Message type
DIRDEB

UN/EDIFACT Directory
D.96A

Message Implementation Guideline
NH2011

Payment status:

UN/EDIFACT Message type
BANSTA

UN/EDIFACT Directory
D.96A

Message Implementation Guideline
NH

Message Acceptance Acknowledgement and Syntax errors:

UN/EDIFACT Message type
CONTRL

UN/EDIFACT Directory
EDIFACT, R.1186

Message Implementation Guideline
NH

Security:

UN/EDIFACT Message type
AUTACK

Adapted to the Recommended Practice - SJWG

UN/EDIFACT Directory
EDIFACT syntax version 4, R.1245 /R.1246

Message Implementation Guideline
NH

Attachment B
General parts of Message Implementation Guidelines

1.29 Notation

This section specifies how the main part of each MIG ("Specification of segments and segment groups") is documented.  In other words it specifies the meaning of the different headings and of information stated in tables, etc.

1.30 Identification and description of segments

All data transmitted in UN/EDIFACT messages, are organised in segments.  A segment is a collection of related data and is identified by a tag.  As an example; name and address information is stated in the NAD segment (Name and address).

Identification of segments:

The segment definition is introduced with a heading (bold), stating the segment tag and name.  In parentheses the use (status and repetition) of the segment, in accordance with the IG, is stated.  See also chapter: 1.3 Usage indicators.

If the segment is included in a segment group, a reference to the segment group number is stated on the right hand side of the heading.

Function:

Relevant parts of the functional description, defined in the UN/EDIFACT message definition [4].

Use:

If stated, this section gives additional information (to the functional description), about how the segment is intended to be used in accordance with the IG.

Semantic notes:

If stated, this section gives important information about the use of composites, data elements and code values and conditions for their usage. In addition conditions for the use of elements marked with a  D  (Depending), are stated. See also chapter: 1.3 Usage indicators.

Segment table:

Tag
Identification of composite data element or data element, in accordance with the UN/EDIFACT standard [3].

Name:
Name of composite data element or data element, in accordance with the UN/EDIFACT standard [3].

Status
Status of composite data element or data element, in accordance with the UN/EDIFACT standard [3]. See also chapter: 1.3 Usage indicators.

Repr
The representation of a data element, in accordance with the UN/EDIFACT standard [3].

Use
The use of a composite data element or data element as defined by the Customer.


In the exchange of the message, data in the relevant data element should be stated in accordance with the specification in this columns.  If this is not done, the exchanged message will not meet the requirements of the IG. See also chapter: 1.3 Usage indicators.
NB! If the value "N" is stated for a composite data element, none of the data elements within this composite should be present in a message exchange (and is therefore not marked).

Use of elements in the message:

This column states either code values, or a description of the information that the relevant data element should contain. 

Code values:

The code list for each data element is exhaustive.  Which means that the stated code values is the only code values allowed in accordance with the IG.  The explanation for each code value or qualifier, is given in round-brackets, for example: BF (Beneficiary).  Additional explanation  is, if necessary, stated as footnotes.

Value description:

A description of the type of values that the relevant data element should contain, is stated in arrow-brackets; for example: <Bank account.>.  Additional explanation  is, if necessary, stated as footnotes.

Example
Example(s) on how to use the segment.

1.31 Identification and description of segment groups

Segments in a UN/EDIFACT message, may be organised in segment groups. A segment group is a collection of segments used to convey related data that can not be achieved by one single segment. A group of segments is identified by a number, which is the sequential number of segment groups in the message. An example is data on parties given in segment group 1, using the NAD-segment to give name and address.  In addition to this data, telephone and telefax numbers are stated in a segment in the same segment group; COM-(Communication contact).

Identification of segment groups:

The segment group definition is introduced with a heading (bold), stating the segment-group number.  In parentheses the use (status and repetition) of the segment group, in accordance with the IG, is stated.  See also chapter: 1.3 Usage indicators.

Function:

Relevant parts of the functional description, defined in the UN/EDIFACT message definition [4].

Use:

If stated, this section gives additional information of special interest for message Sender or Receiver, about how this segment group is intended to be used in accordance with the IG

Segments included in the segment group:

An overview of segments which is allowed to be used in the relevant segment group, in accordance with the IG.  It is not allowed to use other segments than those stated.  Each of the segment listed, is later described in details.  The overview shows the segment tag, segment name and usage indicators in accordance with the IG.

1.32 Usage indicators

An overview of usage indicators which is used in the IG, is shown below.  For a complete explanation see; Guide to the development of implementation guidelines for users of UNSM1.  Usage indicators following this description are used for segment groups, segments, composites and data elements.

M
Mandatory, must never be changed in an IG if compliance with the UN/EDIFACT message description is claimed.

The codes listed below, is in the IG used to specify elements which in the UN/EDIFACT message description, is stated as:  C - Conditional.  Usage indicators introduces certain commitments for the Sender and Receiver of messages;

R

Required, indicates that the data concerned must be sent.

D

Depending, indicates that the data concerned must be sent if a particular defined condition or set of conditions exists.  The associated conditions must be specified in the implementation guideline, for instance, dependence on a specific qualifier value.

A

Advised, indicates that the RECEIVER of the message would prefer the data concerned to be sent, but does not require its transmission.

O

Optional , indicates that the transmission of the data concerned is at the need or discretion of the SENDER, i.e. it is not required by the receiver in order to perform its business function.

N

Not used, indicates that the data concerned is NOT to be sent.

A number, together with the usage indicator, indicates the maximum number of repetitions the segment group or the segment is allowed to be included in the message.  Some examples:

M1
The segment group or the segment must be present with 1 occurrence in the transmission.

R1

See M1.

M10

The segment group or the segment must be present with at least 1 occurrence in the transmission, but is allowed to be repeated a maximum of 10 times.

D10

The segment group or the segment must be present with 1 occurrence in the transmission, if a certain condition exists, but is allowed to be repeated a maximum of 10 times.

O10

The segment group or the segment is allowed to be repeated a maximum of 10 times in the transmission.
_____________________




Guide to the development of implementation guidelines for users of UNSM. 6th draft, 17 September 1992, JRT UNSM User Implementation Guidelines Group.

Attachment C
Implementation Guides – Areas of Use

1.33 PAYMUL - Multiple payment order message

1.33.1 Introduction

As defined by the IG, the main function of the PAYMUL - Multiple payment order message, is as follows:
A Multiple Payment order is sent by Hydro Finance (HFP) on behalf of the Ordering Customer (a Hydro unit) to the Ordered Bank, to instruct the Ordered Bank to debit an account it services for Hydro, and to arrange for the payment of specified amounts to several Beneficiaries (or Payees) in settlement of the referenced business transaction(s).
1.33.2 Principles for use
Each debit side (level B) of a PAYMUL may only contain transactions/credit (level C) that has equal:


-
debit account number


-
currency


-
execution/value date

The PAYMUL message  is developed for transfer of the following types of payments:


-
Account to account transfers


-
Payment by cheque issuance.

It is only possible to send domestic payments.

1.33.3 Conditions
This chapter contains some conditions which are fundamental for the specification of the IG.  These conditions will both affect preparation of outgoing messages and the processing of incoming messages:

Security
The IG does not include any specification of message security or any other form of security.

Execution of a multiple payment order
On the receipt of a multiple payment order message, Bank is obliged to process and transmit the message to the Payer's Bank as soon as possible.   Specified amount will be debited HFP's account as soon as possible after reception and will if received within cut off,  get the same day's value date. 

Identification of a multiple payment order message.
To ensure a unique identification of every single transaction, the PAYMUL message has the following reference numbers:

Reference type:
Position in Message:
Comment





Payment order number
BGM-1004
Unique per PAYMUL message (returned in BANSTA)

Bulk reference number
SG 4, RFF: AEK
Unique customer reference. Returned in DEBMUL/BANSTA/FINSTA

Transaction reference number
SG11, RFF: CR
Unique customer reference. Returned in DEBMUL/BANSTA/FINSTA

Remittance information
Something clever to state what’s agreed between Norsk Hydro and Bank. 

Duplicates
To prevent processing of two identical payment transactions, Bank will control and not process two transactions with identical reference number in RFF segment group 11.  If reference in segment group 11 is previously stored by Bank, the relevant C levels  are rejected. 

Cancellation
 It is possible to cancel payment transactions that is sent in a PAYMUL. See "Technical specification" for more information.

Re-transmission
A re-transmission is an exact copy of an original multiple payment order message. This implies that all references within the PAYMUL message (BGM and  RFF  in S.gr. 4 and in S.gr. 11) are identical to the original PAYMUL.

The interchange-reference in UNB-0020 will be different to the original and the message-reference in UNH-0062 will possibly be different.

Transmission of information about the Payer (Ordering customer) to the Payee .

HFP requires that the Receiving bank can pass on information about the Payor (name and address stated in segment group 13, NAD - OY) to the Payee, in order to make the Payee  able to identify from whom the payment is sent.

Service-segments related to the exchange.
The service-segments related to the exchange are described in detail in another document, and is not part of the IG.  The following service-segments are relevant to the exchange:

UNB, UNA and UNZ.

BANSTA - Banking status message

1.33.4 Introduction

As defined by the IG the main function of the BANSTA - Banking status message, is as follows:


A BANSTA message is sent by a financial institution to its customer and/or vice versa and among financial institutions. It is used for all kind of enquiries, answers and status  information at application level.

1.33.5 Principles for use

The IG is designed for to report back to HFP on payments that have failed during validation  in Bank.

HFP will only process data in a BANSTA message stated in accordance with this Implementation Guideline.  Data in segments that is not described, or stated in composite or single data elements marked with N (Not used), will not be processed by HFP.

1.33.6 Conditions

This chapter contains some conditions which are fundamental for the specification of the IG.  These conditions will both affect preparation of outgoing messages and the processing of incoming messages:

Security
The IG does not include any specification of message security or any other form of security.

Cancellation
Cancellation of BANSTA will not be implemented.

Re-transmission
If necessary or on HFP's request, Bank  is able to re-transmit previously sent BANSTAs, .

A re-transmission is an exact copy of an original Banking status message. This implies that all references within the BANSTA message (BGM and  RFF  in S.gr. 5) are identical to the original BANSTA.

The interchange-reference in UNB-0020 will be different to the original and the message-reference in UNH-0062 will possibly be different.

Service-segments related to the exchange.
The service-segments related to the exchange are described in detail in another document, and is not part of the IG.  The following service-segments are relevant to the exchange:

UNB, UNA and UNZ .
1.34 DEBMUL - Multiple debit advice message

1.34.1 Introduction

As defined by the IG the main function of the DEBMUL - Multiple debit advice message, is as follows:


A DEBMUL message is sent by an Account Servicing Financial Institution to Hydro Finance (HFP), which has agreed bilaterally in advance, that its account (s) has been or will be debited for specified amount (s) on the date (s) indicated, in settlement of the referenced business transaction (s).

1.34.2 Principles for use

The IG is designed for to report back on booked payments initiated by HFP in the PAYMUL message.

Each debit side (level B) of a DEBMUL may only contain transactions/credit (level C) that has equal:


-
debit account number


-
currency


-
execution/value date

If booking of the B-level of a PAYMUL, it's only required to send the B-level in return in the DEBMUL.

HFP will only process data in a DEBMUL message stated in accordance with this Implementation Guideline.  Data in segments that is not described, or stated in composite or single data elements marked with N (Not used), will not be processed by HFP.

1.34.3 Conditions

This chapter contains some conditions which are fundamental for the specification of the IG.  These conditions will both affect preparation of outgoing messages and the processing of incoming messages:

Security
The IG does not include any specification of message security or any other form of security.

Cancellation
All DEBMULs sent to HFP from Bank contains only final amounts that is posted. It's therefor not possible to cancel a DEBMUL.  Cancellation of DEBMUL will not be implemented.

Re-transmission
If necessary or on HFP's request, Bank is able to re-transmit previously sent DEBMULs, .

A re-transmission is an exact copy of an original multiple debit advice message. This implies that all references within the DEBMUL message (BGM and  RFF  in S.gr. 5 and in S.gr. 11) are identical to the original DEBMUL.

The interchange-reference in UNB-0020 will be different to the original and the message-reference in UNH-0062 will possibly be different.

Service-segments related to the exchange.
The service-segments related to the exchange are described in detail in another document, and is not part of the IG.  The following service-segments are relevant to the exchange:

UNB, UNA and UNZ . 

CREMUL  - Multiple credit advice  message

1.34.4 Introduction

As defined by the IG the main function of the CREMUL -  multiple credit advice  message, is as follows :

A Multiple Credit Advice message is sent by an Account Servicing Financial Institution to HFP, which has agreed bilaterally in advance, that its  account (s) has been or will be credited for specified amount (s) on the date (s) indicated, in settlement of the referenced business transaction (s).

1.34.5 Principles for use

The scope of implementing the CREMUL message between HFP and Bank is as follows:

· To receive all types of incoming payments such as; domestic payments, international payments, Bank internal transactions (zero balancing, interests,....), and others.

Booked amount on the credit account must be identical to the amount stated in MOA Sg. 4 with qualifier 60.  If possible - type of transaction within the B-level should be stated in BUS Sg. 4.

1.34.6 Conditions

This chapter contains some conditions which are fundamental for the specification of the IG.  These conditions will both affect preparation of outgoing messages and the processing of incoming messages:

Security

The IG does not include any specification of message security or any other form of security.

Cancellation

All Credit Advices sent to HFP from Bank contain only final amounts to be posted. It is therefore not possible to cancel a CREMUL.  Cancellation of CREMUL will not be implemented.

Service-segments related to the exchange.

The service-segments related to the exchange are described in detail in another document, and is not part of the IG.  The following service-segments are relevant to the exchange: UNB, UNA and UNZ.

Content

HFP will only process data in a CREMUL message stated in accordance with this Implementation Guideline.  Data in segments that is not described, or stated in composite or single data elements marked with N (Not used), will not be processed by HFP.

DIRDEB  - Direct Debit

1.34.7 Introduction

As defined by the IG the main function of the DIRDEB - Direct Debit message, is as follows:



A Direct Debit is sent by HFP (Creditor) to the Creditor's Bank instructing it to claim specified amount(s) from the Debitor(s) and to credit the amount(s) to an account specified in the message, which the Creditor's Bank services for the Creditor in settlement of the referenced transaction(s).

Throughout this document the term “Creditor” refers to a Norsk Hydro Company (HFP) which is the account owner and the originator of the DIRDEB message on behalf of the “final” Beneficiary or  Payee, which is a Norsk Hydro unit.  Likewise the term “Debitor” refers to either an Ordering Customer or a Payor which is the Customer of the Norsk Hydro unit.

1.34.8 Principles for use

The Direct Debit message is a multiple-transaction payment message.  One DIRDEB may therefore contain several credit accounts and for each credit account several debit accounts may be specified.  

However each credit account must only refer to one execution date and one type of currency.

1.34.9 Conditions

This chapter contains some conditions which are fundamental for the specification of the IG.  These conditions will both affect preparation of outgoing messages and the processing of incoming messages:

Security

The IG does not include any specification of message security or any other form of security.

Execution of a direct debit

On the receipt of a direct debit message, the bank is obliged to process and transmit the message to the Payor's Bank as soon as possible.   

Identification of a direct debit

To ensure a unique identification of each direct debit, each message (DIRDEB), is uniquely identified by HFP (Felos-number). This identification is transferred in segment group 11, RFF (DDR).  This identification is to be used by HFP towards the Bank, as a reference for inquiries and should if possible, be transmitted to the Beneficiary.  In addition the identification should be returned in the CREEXT (RFF-segment) as a reference. 

Duplicates

To prevent processing of two identical direct debit  transactions, the bank will control and not process two transactions with identical reference number in Segment Group 11, RFF.

Re-transmission

HFP requires the ability to re-transmit previously sent Direct debit messages. A re-transmission is an exact copy of an original Direct debit. This implies that the direct debit  number (BGM-1004), the B-level reference (SG 4, RFF) and the C-level reference (SG 11, RFF)  will be identical with the reference in the original direct debit.

The message-reference in UNH-0062 may be and the interchange-reference in UNB-0020 will be different to the original.

Transmission of information about the Payee (Ordering customer) to the Payor.

HFP requires that the Receiving bank (HFP's bank) can pass on information about the Payee (name and address) to the Payor, in order to make the Payor able to identify from whom the direct debit is sent.

Remittance information:

It is important for HFP that remittance information is transmitted to the Payor. 

Service-segments related to the exchange.

The service-segments related to the exchange are described in detail in another document, and is not part of the IG.  The following service-segments are relevant to the exchange:

UNB, UNA and UNZ .

AUTACK  - authentication and acknowledgement message

1.34.10 Introduction

As defined by the IG the main function of the AUTACK - Secure authentication and acknowledgement message, is as follows:

AUTACK is a message authenticating sent, or providing secure acknowledgement of received interchanges, groups, messages or packages.

A secure authentication and acknowledgement message can be used to:

a) give secure authentication or non-repudiation of origin to messages, packages, groups or interchanges

b) give secure acknowledgement or non-repudiation of receipt to secured messages, packages, groups or interchanges

1.34.11 Scope of security application


The scope of security application as defined in this Message Implementation Guideline (MIG) for AUTACK is:

The entity, which is the scope of the security application, is from the first character of the first message in the referenced interchange (namely the "U" in the UNH) to the last character of  the last UNT segment in the interchange (namely a "'"), inclusive. The last message in the interchange to be signed is e.g. a PAYMUL and not the AUTACK message.

1.34.12 Conditions

This chapter contains some conditions which are fundamental for the specification of the IG.  These conditions will both affect preparation of outgoing messages and the processing of incoming messages:

Service-segments related to the exchange.

The service-segments related to the exchange are described in detail in another document, and is not part of the IG.  The following service-segments are relevant to the exchange:

UNB, UNA and UNZ . 

Attachment C
Worked examples

RSA Parameters for all examples : 

Length of modulus : 1024 bits / 128 bytes.
Modulus :

a5 9f bf e3 22 24 47 60 e5 b4 30 b1 97 96 7f dc 

f2 40 d6 b1 34 d0 f3 78 3e de 65 2b 56 5a c9 c6 

10 57 68 f1 1e e5 9a ed 35 9e d6 db 6c e6 af c8 

42 33 f3 5b 60 89 5b 90 af 85 a6 6e 59 8c 15 ce 

fb 86 0e a3 7c ce db 4a 45 b4 c0 59 49 74 eb 76 

bc 95 5c 43 b5 6b 17 94 0d fd ca b3 e0 c0 3f 49 

a3 08 83 57 72 40 5e 74 08 5b f5 9f ba 72 69 69 

cb e3 48 da b6 f9 45 6d a5 7b 40 b6 4e 6e 3c 65 

Private Exponent :

24 4f fd d9 7d ed 0f d4 44 10 89 63 8a 7d 85 fb 

aa 86 82 3b b8 7d 7e 7f f4 e2 bc 32 2f fc f8 43 

ab 66 0a bd 60 dd 8c e5 e8 ad 72 64 8a 00 1a f6 

b0 63 24 fe 3a 10 6b 89 b1 9d ff 23 2f 11 6a 5f 

4c 71 51 c3 8d 4a 13 2e 0e eb c5 5e c0 dc 44 eb 

e0 cc ba 8f ca cb 6c 93 f3 29 97 da d8 b9 ac ea 

b4 be c5 d4 a1 f3 8a 22 18 33 7c 8c 92 d3 01 c4 

33 a7 e0 2e b4 a4 56 f5 de 83 ae 1a d7 6e 3d 31 

Public Exponent :

01 00 01

Checksum of Modulus : 0x467b

(16-bit sum of the ASCII value of the hexadecimal representation, 

when the hexadecimal representation is in lower case)
The private key is : Modulus and private exponent.

The public key is : Modulus and public exponent.

Checksum – accompanying explanation from Steve. Should we rework this into the text? 

For addition to the Worked Examples in Appendix 2, I have calculated the checksum for the modulus (not the exponent, I’m lazy, I guess I could do this too - I will do Terje can assure me I’ve got this first one by the right method!) based on the 16-bit sum of the ASCII value of the hexadecimal representation.  To make sure I’ve done this correctly, I’ll give the working as well as the result.

Firstly I have assumed that we will use the lower case representation of hexadecimal (as in the example) so the second nibble of ‘0a’ (decimal 10) is represented by the ASCII value for ‘a’ - 0x61 - and not ‘A’ - 0x41.  My habit from programming days is to use upper case but as long as we’re consistent I don’t see that it much matters.

Then rather than add each character’s ASCII value one by one (or writing a program to do it for me - sorry, the ‘C’ compiler was taken off my hard disk some years ago!) I have done a count of the number of occurrences of each character in the string.  I’ve then simply worked out the sum as the sum of (the number of occurrences of each character multiplied by its ASCII value). I make this as follows:

Character
Number of occurrences, N (decimal)
Number of occurrences, N  (hexadecimal)
ASCII value, A (hexadecimal)
N x A (hexadecimal)

0
16
0x10
0x30
0x300

1
7
0x07
0x31
0x157

2
8
0x08
0x32
0x190

3
17
0x11
0x33
0x363

4
20
0x14
0x34
0x410

5
25
0x19
0x35
0x52d

6
23
0x17
0x36
0x4da

7
16
0x10
0x37
0x370

8
11
0x0b
0x38
0x268

9
16
0x10
0x39
0x390

a
13
0x0d
0x61
0x4ed

b
22
0x16
0x62
0x86c

c
16
0x10
0x63
0x630

d
12
0x0c
0x64
0x4b0

e
19
0x13
0x65
0x77f

f
15
0x0f
0x66
0x5fa

SUM
256*
0x100

0x467b

* there are 256 characters in the key; this sum helps check against errors in counting each character.

So the 16-bit sum is obtained by taking the last two bytes of the sum, which in this case has only two bytes so we take the whole value, 0x467b.  This is the required checksum for the key modulus.

*/

Worked Example: Data Extraction from EDIFACT file

This shows a possible way of applying security to an EDIFACT PAYMUL. First, the message is converted, with envelope included. Then, data is extracted from this interchange, and security is applied to this extract. Finally, the AUTACK message resulting from the security step is inserted into the original interchange, and the message count of the UNZ is increased by one. The exact implementation of this will vary.

EDIFACT PAYMUL, with envelope, before security.

UNB+UNOC:3+HYDRO‑FINANCE:ZZ+BANK:ZZ+981104:1023+5396++++1+2+1'UNH+121+PAYMUL:D:96A:UN:NH5103'BGM+452+39'DTM+137:19981030:102'LIN+1'DTM+203:19981102:102'RFF+AEK:39'BUS++DO++CHN'MOA+9:20000,00:ESP'FII+OR+11982345691234565983'SEQ++1'MOA+9:20000,00:ESP'RFF+CR:135'NAD+BE++HYDRO ALUMINUM:MAIN STREET 1 :LONDON:08430++++++GB'NAD+OY++DRIFT BERGEN::PARKVEIEN 1,:5000 BERGEN'PRC+11'FTX+PMD+++INV. NOS.?: 300, 255 AND 300'CNT+27:1'UNT+18+121’UNZ+1+5396

EDIFACT PAYMUL, after data extraction. UNH+121+PAYMUL:D:96A:UN:NH5103'BGM+452+39'DTM+137:19981030:102'LIN+1'DTM+203:19981102:102'RFF+AEK:39'BUS++DO++CHN'MOA+9:20000,00:ESP'FII+OR+11982345691234565983'SEQ++1'MOA+9:20000,00:ESP'RFF+CR:135'NAD+BE++ HYDRO ALUMINUM:MAIN STREET 1 :LONDON:08430++++++GB 'NAD+OY++DRIFT BERGEN::PARKVEIEN 1,:5000 BERGEN'PRC+11'FTX+PMD+++INV. NOS.?: 300, 255 AND 300'CNT+27:1'UNT+18+121’

EDIFACT PAYMUL, with envelope and security.

UNB+UNOC:3+HYDRO‑FINANCE:ZZ+BANK:ZZ+981104:1023+5396++++1+2+1'UNH+121+PAYMUL:D:96A:UN:NH5103'BGM+452+39'DTM+137:19981030:102'LIN+1'DTM+203:19981102:102'RFF+AEK:39'BUS++DO++CHN'MOA+9:20000,00:ESP'FII+OR+11982345691234565983'SEQ++1'MOA+9:20000,00:ESP'RFF+CR:135'NAD+BE++ HYDRO ALUMINUM:MAIN STREET 1 :LONDON:08430++++++GB 'NAD+OY++DRIFT BERGEN::PARKVEIEN 1,:5000 BERGEN'PRC+11'FTX+PMD+++INV. NOS.?: 300, 255 AND 300'CNT+27:1'UNT+18+121’UNH+UNB5396+AUTACK:4:1:UN:NH2503'USH+7+1+3+1+2+1+1++++1:19981104:102419'USA+1:16:1:6:1'USB+1+5:19981104:102419+HYDRO‑FINANCE:ZZ+BANK:ZZ'USX+5396+++++++PAYMUL:D:96A:UN'USY+1+1:2BE953730CC75FF1B2F674C39EAB5E1D6842F5CCCA03015AA49AAAE3CFBECD07C88906E2538F65C32EE48D2666041266FA6118CCD6D320D2A26DF3EA026530CF1842E28074D7D6007BFB37757E3F793C58B5694E4B8904B6C17CAE1D467EE3BB1E42145821F45EA8135BB5F27598457B4889006F88FA9D30685C54E52780321F'UST+1'UNT+8+UNB5396'UNZ+2+5396

Signature process, abc

The example shown here is the same as is used in the [FIPS180-1] standard document.

HASH process, SHA/ISO10118-3:

.
Input data : 3 bytes

abc

Output data : 20 bytes

0xA9 0x99 0x3E 0x36 0x47 0x06 0x81 0x6A 0xBA 0x3E 

0x25 0x71 0x78 0x50 0xC2 0x6C 0x9C 0xD0 0xD8 0x9D
SIGNATURE process, RSA/ISO9796:
Input data : 20 bytes = output of hash function
Output data : 128 bytes
 0x48 0x97 0xC4 0x1F 0xFC 0xB2 0x7C 0x4B 0x77 0xF0 0x71 0x18 0x90 0xC5 0xC4 0x8E

 0x9C 0x42 0xAE 0x5A 0x15 0x48 0xE1 0xA4 0x65 0x3C 0xDF 0x44 0x4C 0x60 0x35 0x0F

 0x63 0x5A 0x16 0x39 0x3D 0x58 0x62 0xDC 0xBD 0x83 0xEF 0x37 0x27 0x43 0x5B 0x75

 0x0C 0xE8 0x89 0xEB 0x3C 0x48 0xC0 0x2E 0xA0 0xB1 0x4F 0x6F 0x6B 0x4B 0xA0 0xD1

 0xE1 0x6A 0x01 0x0D 0x42 0x83 0x01 0x10 0xAB 0x36 0xAB 0x18 0x3F 0x29 0x76 0xB7

 0x84 0x65 0x6D 0x42 0x72 0xA6 0x21 0x5A 0x44 0xEA 0xA5 0x04 0x61 0x0C 0x59 0xAC

 0xC6 0x15 0xE6 0x61 0xBE 0x4E 0xC5 0xAC 0xE0 0x9B 0x8D 0x9D 0xCE 0x16 0x5F 0x0C

 0xE7 0x1A 0xE8 0x74 0x32 0x66 0xED 0x2F 0x20 0xF3 0x58 0x62 0xB3 0xC9 0x25 0x2D

Hex conversion 

Input data : 128 bytes = output of Signature process

Output data : 256 bytes (hexadecimal notation)

0x34 0x38 0x39 0x37 0x43 0x34 0x31 0x46 0x46 0x43 0x42 0x32 0x37 0x43 0x34 0x42 0x37 0x37 0x46 0x30 0x37 0x31 0x31 0x38 0x39 0x30 0x43 0x35 0x43 0x34 0x38 0x45 0x39 0x43 0x34 0x32 0x41 0x45 0x35 0x41 0x31 0x35 0x34 0x38 0x45 0x31 0x41 0x34 0x36 0x35 0x33 0x43 0x44 0x46 0x34 0x34 0x34 0x43 0x36 0x30 0x33 0x35 0x30 0x46 0x36 0x33 0x35 0x41 0x31 0x36 0x33 0x39 0x33 0x44 0x35 0x38 0x36 0x32 0x44 0x43 0x42 0x44 0x38 0x33 0x45 0x46 0x33 0x37 0x32 0x37 0x34 0x33 0x35 0x42 0x37 0x35 0x30 0x43 0x45 0x38 0x38 0x39 0x45 0x42 0x33 0x43 0x34 0x38 0x43 0x30 0x32 0x45 0x41 0x30 0x42 0x31 0x34 0x46 0x36 0x46 0x36 0x42 0x34 0x42 0x41 0x30 0x44 0x31 0x45 0x31 0x36 0x41 0x30 0x31 0x30 0x44 0x34 0x32 0x38 0x33 0x30 0x31 0x31 0x30 0x41 0x42 0x33 0x36 0x41 0x42 0x31 0x38 0x33 0x46 0x32 0x39 0x37 0x36 0x42 0x37 0x38 0x34 0x36 0x35 0x36 0x44 0x34 0x32 0x37 0x32 0x41 0x36 0x32 0x31 0x35 0x41 0x34 0x34 0x45 0x41 0x41 0x35 0x30 0x34 0x36 0x31 0x30 0x43 0x35 0x39 0x41 0x43 0x43 0x36 0x31 0x35 0x45 0x36 0x36 0x31 0x42 0x45 0x34 0x45 0x43 0x35 0x41 0x43 0x45 0x30 0x39 0x42 0x38 0x44 0x39 0x44 0x43 0x45 0x31 0x36 0x35 0x46 0x30 0x43 0x45 0x37 0x31 0x41 0x45 0x38 0x37 0x34 0x33 0x32 0x36 0x36 0x45 0x44 0x32 0x46 0x32 0x30 0x46 0x33 0x35 0x38 0x36 0x32 0x42 0x33 0x43 0x39 0x32 0x35 0x32 0x44 
Output data : 256 bytes (as the data will be represented in the AUTACK message)

4897C41FFCB27C4B77F0711890C5C48E9C42AE5A1548E1A4653CDF444C60350F

635A16393D5862DCBD83EF3727435B750CE889EB3C48C02EA0B14F6F6B4BA0D1

E16A010D42830110AB36AB183F2976B784656D4272A6215A44EAA504610C59AC

C615E661BE4EC5ACE09B8D9DCE165F0CE71AE8743266ED2F20F35862B3C9252D
Signature process, input file of 10.000 ‘A’s

HASH process, SHA/ISO10118-3:

.
Input data : 10.000 bytes

The input data in this example is the letter ‘A’ in ASCII format, hex value 41h, 65d, repeated 10.000 times. No other characters whatsoever in the file.

Output data : 20 bytes, Senders Hash Result
 0xBF 0x6D 0xB7 0x11 0x2B 0x56 0x81 0x27 0x02 0xE9 0x9D 0x48 0xA7 0xB1 0xDA 0xB6

 0x2D 0x09 0xB3 0xF6
SIGNATURE process, RSA/ISO9796:
Input data : 20 bytes = output of hash function
Output data : 128 bytes, Senders Signature
 0x1B 0xF2 0xFE 0x9A 0xA5 0x94 0x3C 0xE4 0x90 0x7E 0x74 0x1E 0xDF 0x1A 0xF1 0x49

 0xC6 0x08 0x4F 0x3B 0x2B 0xDE 0x46 0x53 0x7C 0x06 0x1A 0x5D 0x77 0x2E 0x87 0xB5

 0x22 0xF2 0xBA 0x13 0x17 0xAA 0x2D 0x88 0xBA 0xC0 0x40 0xE6 0x74 0x1C 0x51 0xD0

 0x53 0xEC 0x8C 0x27 0x7A 0x0C 0xBD 0x3A 0x5D 0x2E 0x19 0xEB 0x3E 0x59 0xAB 0xDE

 0x0A 0x4B 0x60 0x2B 0xF7 0x6C 0x2F 0x40 0x77 0x25 0xE5 0xCA 0x59 0xEF 0xF3 0x46

 0xB0 0x55 0xE3 0x54 0x50 0x8B 0xD1 0x5A 0xA1 0x9D 0xF2 0x8C 0x49 0x17 0x92 0x84

 0x25 0x9C 0x52 0x69 0x5E 0xB1 0x25 0x4F 0x37 0xA7 0x88 0x93 0x62 0x09 0x1D 0xB7

 0x4C 0x0E 0x66 0x65 0x04 0xE9 0x40 0xF2 0x5F 0xBB 0x1B 0x95 0x50 0x02 0x9D 0x0D

Hex conversion 

Input data : 128 bytes = output of Signature process

Output data : 256 bytes  (hexadecimal notation)
0x31 0x42 0x46 0x32 0x46 0x45 0x39 0x41 0x41 0x35 0x39 0x34 0x33 0x43 0x45 0x34 

0x39 0x30 0x37 0x45 0x37 0x34 0x31 0x45 0x44 0x46 0x31 0x41 0x46 0x31 0x34 0x39 

0x43 0x36 0x30 0x38 0x34 0x46 0x33 0x42 0x32 0x42 0x44 0x45 0x34 0x36 0x35 0x33 

0x37 0x43 0x30 0x36 0x31 0x41 0x35 0x44 0x37 0x37 0x32 0x45 0x38 0x37 0x42 0x35  

0x32 0x32 0x46 0x32 0x42 0x41 0x31 0x33 0x31 0x37 0x41 0x41 0x32 0x44 0x38 0x38 

0x42 0x41 0x43 0x30 0x34 0x30 0x45 0x36 0x37 0x34 0x31 0x43 0x35 0x31 0x44 0x30 

0x35 0x33 0x45 0x43 0x38 0x43 0x32 0x37 0x37 0x41 0x30 0x43 0x42 0x44 0x33 0x41 

0x35 0x44 0x32 0x45 0x31 0x39 0x45 0x42 0x33 0x45 0x35 0x39 0x41 0x42 0x44 0x45  

0x30 0x41 0x34 0x42 0x36 0x30 0x32 0x42 0x46 0x37 0x36 0x43 0x32 0x46 0x34 0x30 

0x37 0x37 0x32 0x35 0x45 0x35 0x43 0x41 0x35 0x39 0x45 0x46 0x46 0x33 0x34 0x36  

0x42 0x30 0x35 0x35 0x45 0x33 0x35 0x34 0x35 0x30 0x38 0x42 0x44 0x31 0x35 0x41 

0x41 0x31 0x39 0x44 0x46 0x32 0x38 0x43 0x34 0x39 0x31 0x37 0x39 0x32 0x38 0x34  

0x32 0x35 0x39 0x43 0x35 0x32 0x36 0x39 0x35 0x45 0x42 0x31 0x32 0x35 0x34 0x46 0x33 0x37 0x41 0x37 0x38 0x38 0x39 0x33 0x36 0x32 0x30 0x39 0x31 0x44 0x42 0x37  0x34 0x43 0x30 0x45 0x36 0x36 0x36 0x35 0x30 0x34 0x45 0x39 0x34 0x30 0x46 0x32 0x35 0x46 0x42 0x42 0x31 0x42 0x39 0x35 0x35 0x30 0x30 0x32 0x39 0x44 0x30 0x44

Output data : 256 bytes (as the data will be represented in the AUTACK message)

1BF2FE9AA5943CE4907E741EDF1AF149C6084F3B2BDE46537C061A5D772E87B5

22F2BA1317AA2D88BAC040E6741C51D053EC8C277A0CBD3A5D2E19EB3E59ABDE

0A4B602BF76C2F407725E5CA59EFF346B055E354508BD15AA19DF28C49179284

259C52695EB1254F37A7889362091DB74C0E666504E940F25FBB1B9550029D0D
Signature Verification Process, abc



Input Data : 256 bytes Signature extracted from the AUTACK
0x34 0x38 0x39 0x37 0x43 0x34 0x31 0x46 0x46 0x43 0x42 0x32 0x37 0x43 0x34 0x42 

0x37 0x37 0x46 0x30 0x37 0x31 0x31 0x38 0x39 0x30 0x43 0x35 0x43 0x34 0x38 0x45  

0x39 0x43 0x34 0x32 0x41 0x45 0x35 0x41 0x31 0x35 0x34 0x38 0x45 0x31 0x41 0x34 

0x36 0x35 0x33 0x43 0x44 0x46 0x34 0x34 0x34 0x43 0x36 0x30 0x33 0x35 0x30 0x46  

0x36 0x33 0x35 0x41 0x31 0x36 0x33 0x39 0x33 0x44 0x35 0x38 0x36 0x32 0x44 0x43 

0x42 0x44 0x38 0x33 0x45 0x46 0x33 0x37 0x32 0x37 0x34 0x33 0x35 0x42 0x37 0x35  

0x30 0x43 0x45 0x38 0x38 0x39 0x45 0x42 0x33 0x43 0x34 0x38 0x43 0x30 0x32 0x45 

0x41 0x30 0x42 0x31 0x34 0x46 0x36 0x46 0x36 0x42 0x34 0x42 0x41 0x30 0x44 0x31  

0x45 0x31 0x36 0x41 0x30 0x31 0x30 0x44 0x34 0x32 0x38 0x33 0x30 0x31 0x31 0x30 

0x41 0x42 0x33 0x36 0x41 0x42 0x31 0x38 0x33 0x46 0x32 0x39 0x37 0x36 0x42 0x37  

0x38 0x34 0x36 0x35 0x36 0x44 0x34 0x32 0x37 0x32 0x41 0x36 0x32 0x31 0x35 0x41 

0x34 0x34 0x45 0x41 0x41 0x35 0x30 0x34 0x36 0x31 0x30 0x43 0x35 0x39 0x41 0x43  

0x43 0x36 0x31 0x35 0x45 0x36 0x36 0x31 0x42 0x45 0x34 0x45 0x43 0x35 0x41 0x43 

0x45 0x30 0x39 0x42 0x38 0x44 0x39 0x44 0x43 0x45 0x31 0x36 0x35 0x46 0x30 0x43  

0x45 0x37 0x31 0x41 0x45 0x38 0x37 0x34 0x33 0x32 0x36 0x36 0x45 0x44 0x32 0x46 

0x32 0x30 0x46 0x33 0x35 0x38 0x36 0x32 0x42 0x33 0x43 0x39 0x32 0x35 0x32 0x44 

Filtering function, conversion of Hex format to Binary



Output data : 128 bytes
0x48 0x97 0xC4 0x1F 0xFC 0xB2 0x7C 0x4B 0x77 0xF0 0x71 0x18 0x90 0xC5 0xC4 0x8E

 0x9C 0x42 0xAE 0x5A 0x15 0x48 0xE1 0xA4 0x65 0x3C 0xDF 0x44 0x4C 0x60 0x35 0x0F

 0x63 0x5A 0x16 0x39 0x3D 0x58 0x62 0xDC 0xBD 0x83 0xEF 0x37 0x27 0x43 0x5B 0x75

 0x0C 0xE8 0x89 0xEB 0x3C 0x48 0xC0 0x2E 0xA0 0xB1 0x4F 0x6F 0x6B 0x4B 0xA0 0xD1

 0xE1 0x6A 0x01 0x0D 0x42 0x83 0x01 0x10 0xAB 0x36 0xAB 0x18 0x3F 0x29 0x76 0xB7

 0x84 0x65 0x6D 0x42 0x72 0xA6 0x21 0x5A 0x44 0xEA 0xA5 0x04 0x61 0x0C 0x59 0xAC

 0xC6 0x15 0xE6 0x61 0xBE 0x4E 0xC5 0xAC 0xE0 0x9B 0x8D 0x9D 0xCE 0x16 0x5F 0x0C

 0xE7 0x1A 0xE8 0x74 0x32 0x66 0xED 0x2F 0x20 0xF3 0x58 0x62 0xB3 0xC9 0x25 0x2D

RSA/ISO9796 verification


Hash Function, SHA/ISO10118-3

Input data : 

128  bytes = output of Hex conversion
Input data : 11 bytes,

Hello World

Output data : 

20 bytes, Senders Hash Result

0xA9 0x99 0x3E 0x36 0x47 0x06 

0x81 0x6A 0xBA 0x3E 0x25 0x71 

0x78 0x50 0xC2 0x6C 0x9C 0xD0 

0xD8 0x9D 


Output data : 

20 bytes, Receivers Hash Result
0xA9 0x99 0x3E 0x36 0x47 0x06 

0x81 0x6A 0xBA 0x3E 0x25 0x71 

0x78 0x50 0xC2 0x6C 0x9C 0xD0 

0xD8 0x9D


Final step

Compare Senders Hash result byte-for-byte with Receivers Hash Result.




Signature Verification Process, input file of 10.000 ‘A’s



Input Data : 256 bytes Signature extracted from the AUTACK
0x31 0x42 0x46 0x32 0x46 0x45 0x39 0x41 0x41 0x35 0x39 0x34 0x33 0x43 0x45 0x34 

0x39 0x30 0x37 0x45 0x37 0x34 0x31 0x45 0x44 0x46 0x31 0x41 0x46 0x31 0x34 0x39 

0x43 0x36 0x30 0x38 0x34 0x46 0x33 0x42 0x32 0x42 0x44 0x45 0x34 0x36 0x35 0x33 

0x37 0x43 0x30 0x36 0x31 0x41 0x35 0x44 0x37 0x37 0x32 0x45 0x38 0x37 0x42 0x35 

0x32 0x32 0x46 0x32 0x42 0x41 0x31 0x33 0x31 0x37 0x41 0x41 0x32 0x44 0x38 0x38 

0x42 0x41 0x43 0x30 0x34 0x30 0x45 0x36 0x37 0x34 0x31 0x43 0x35 0x31 0x44 0x30 

0x35 0x33 0x45 0x43 0x38 0x43 0x32 0x37 0x37 0x41 0x30 0x43 0x42 0x44 0x33 0x41 

0x35 0x44 0x32 0x45 0x31 0x39 0x45 0x42 0x33 0x45 0x35 0x39 0x41 0x42 0x44 0x45 

0x30 0x41 0x34 0x42 0x36 0x30 0x32 0x42 0x46 0x37 0x36 0x43 0x32 0x46 0x34 0x30 

0x37 0x37 0x32 0x35 0x45 0x35 0x43 0x41 0x35 0x39 0x45 0x46 0x46 0x33 0x34 0x36 

0x42 0x30 0x35 0x35 0x45 0x33 0x35 0x34 0x35 0x30 0x38 0x42 0x44 0x31 0x35 0x41 

0x41 0x31 0x39 0x44 0x46 0x32 0x38 0x43 0x34 0x39 0x31 0x37 0x39 0x32 0x38 0x34 

0x32 0x35 0x39 0x43 0x35 0x32 0x36 0x39 0x35 0x45 0x42 0x31 0x32 0x35 0x34 0x46 

0x33 0x37 0x41 0x37 0x38 0x38 0x39 0x33 0x36 0x32 0x30 0x39 0x31 0x44 0x42 0x37 

0x34 0x43 0x30 0x45 0x36 0x36 0x36 0x35 0x30 0x34 0x45 0x39 0x34 0x30 0x46 0x32 

0x35 0x46 0x42 0x42 0x31 0x42 0x39 0x35 0x35 0x30 0x30 0x32 0x39 0x44 0x30 0x44

Filtering function, conversion of Hex format to Binary



Output data : 128 bytes
0x1B 0xF2 0xFE 0x9A 0xA5 0x94 0x3C 0xE4 0x90 0x7E 0x74 0x1E 0xDF 0x1A 0xF1 0x49 

0xC6 0x08 0x4F 0x3B 0x2B 0xDE 0x46 0x53 0x7C 0x06 0x1A 0x5D 0x77 0x2E 0x87 0xB5 

0x22 0xF2 0xBA 0x13 0x17 0xAA 0x2D 0x88 0xBA 0xC0 0x40 0xE6 0x74 0x1C 0x51 0xD0 

0x53 0xEC 0x8C 0x27 0x7A 0x0C 0xBD 0x3A 0x5D 0x2E 0x19 0xEB 0x3E 0x59 0xAB 0xDE 

0x0A 0x4B 0x60 0x2B 0xF7 0x6C 0x2F 0x40 0x77 0x25 0xE5 0xCA 0x59 0xEF 0xF3 0x46 

0xB0 0x55 0xE3 0x54 0x50 0x8B 0xD1 0x5A 0xA1 0x9D 0xF2 0x8C 0x49 0x17 0x92 0x84 

0x25 0x9C 0x52 0x69 0x5E 0xB1 0x25 0x4F 0x37 0xA7 0x88 0x93 0x62 0x09 0x1D 0xB7 

0x4C 0x0E 0x66 0x65 0x04 0xE9 0x40 0xF2 0x5F 0xBB 0x1B 0x95 0x50 0x02 0x9D 0x0D

RSA/ISO9796 verification


Hash Function, SHA/ISO10118-3

Input data : 

128  bytes = output of Hex conversion
Input data : 

10.000 bytes

The input data in this example is the letter ‘A’ 

in ASCII format, hex value 41h, 65d, repeated 10.000 times. No other characters whatsoever

 in the file.

Output data : 

20 bytes, Senders Hash Result

0xBF 0x6D 0xB7 0x11 0x2B 0x56 0x81 0x27 

0x02 0xE9 0x9D 0x48 0xA7 0xB1 0xDA 0xB6

0x2D 0x09 0xB3 0xF6
Output data : 

20 bytes, Receivers Hash Result
 0xBF 0x6D 0xB7 0x11 0x2B 0x56 0x81 0x27 

 0x02 0xE9 0x9D 0x48 0xA7 0xB1 0xDA 0xB6

 0x2D 0x09 0xB3 0xF6


Final step

Compare Senders Hash result byte-for-byte with Receivers Hash Result.




2 References :
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U.S. Department of Commerce, National Institute of Standards and Technology, “FIPS PUB 180-1, Secure Hash Standard”, April  1995.
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