Minutes from

Corporate Reference Group Meeting

Hosted by STUZZA - Vienna – 23 September 2005

	Participants
	Company

	Attendees
	

	Rehan Shaukat
	P&O Nedlloyd, ERP Development  (London)

	Stein Fosmo 
	Norsk Hydro – Cash Management Operations (Oslo)

	Pascal Spittler 
	Ikea  - Treasury (Gelterkinden , Basel)

	Siri- Anne dos Santos
	Yara – Treasury (Oslo)

	Nils Ruud
	Norsk Hydro  (Oslo)

	Carlo Salomone
	EACT 

	Hendrik Muus
	Stuzza (Wien)

	Not attending
	

	James Whittle
	APACS (London) 

	Bill Faulkner
	GE

	Kurt –Joseph  Moerzl
	Siemens (Germany)

	Robert Bol
	Robert Bol’s consultancy 

	Karen Van den Driessche
	Coca Cola Enterprises Europe

	Birgitte Björkström
	Electrolux (Sweden)

	Rens Nooyens
	Philips

	Alain Rividi
	IBM (Paris)

	Andreas Mall
	Shell (London)

	Pierfranco Cei
	FIAT

	Ingemar Rudäng
	Ericsson


Agenda:

Start time: 9h30 CET

· Approval of last CRG meeting minutes 

· Election of CRG chairman

· EDI Security and Communication

· SEPA follow up and potential  CRG contribution / representation
· TBG5 and ISO 20022 follow up
· Other points
· Next CRG meeting
1 Approval of last CRG meeting minutes

The minutes of last CRG meeting has been adopted  

2 Election of CRG chairman

Pascal Spittler has been elected as new chairman for a period of one year. CRG Thanks Andreas Mall for the two years he spends as chairman of CRG

3 SEPA follow up

CRG is promoting the UNIFI standardisation and recommend to usage of extended xml messaged designed as the “Core Credit Transfer Initiation” message.

The EU New Legal Framework (NLF) should facilitate the transport of digital signatures, which are equivalent as physical signatures. Therefore the bank could ensure that the signer is the correct person. Qualified signature through CA (certificate Authorities) validate in one EU country have also to be valid in the other EU countries. Two concepts of PKI (private key infrastructure) are today in usage. In some countries a unique corporate key(s) is accepted for digital signature of files exchanged with the bank(s), in other countries multiple digital signatures of users should be transported as specified in the power of attorney with the bank (France, Italy, Germany…).

4 Security and communication

CRG members decides to defined the minimum requirement on security and communication between corporate and banks

4.1 Security

With security CRG wants to achieve following result:

1. Confidentiality: only authorised parties have access to the content

2. Integrity of content: content is not altered between the originating point and the receiving point (parties have confidence in content)

3. Authenticity of origin: identify the originating party (only available if asymmetric encryption is used)

4. Non repudiation of origin: originating party cannot deny being content originator.

5. Non repudiation of receipt: Receiving party cannot deny receiving content from originator

6. Authenticity of receiver: Identify receiving party

Additional security services

· Trusted time stamping

· Duplication check and retransmission

How to implement these 6 requirements

· Confidentiality is achieved with encryption

· Integrity, authenticity and non repudiation of origin rely on digital signature.

· Non repudiation of receipt and authenticity of received are proved by a signed acknowledgment send by the banks.

In conclusion encryption and digital signature are required for achieving nowadays security.

Furthermore Digital signature has to use a PKI framework. The PKI may start by exchange bilateral asymmetrical pair, but the goal is cross certified CA’s.(CA should be cross certified)

Encryption should be secure by the PKI. Encryption could be done with symmetric keys but with asymmetric key exchange. (Asymmetric encryption is less performing).

Corporate Public key should be accessible by any bank without any preliminary exchange of data.

In Europe every body should accept a public key as long as it is a qualified signature

4.2 Communication

Today Communication choice is between closed proprietary network and open network

Closed network are for example: SwiftNet , VAN (value added network), VPN (virtual private network). The security could also be based on hardware cryptography and/or leased line.

Open network are using standard protocol like FTP, HTTP with SSL/TLS,HTTPS, AS2, SOAP, X400, VPN over IPv6. The security is based on PKI (encryption and digital signature)

Based on the common practice of Corporate a recommended list of protocol has to be promoted by CRG.

5 Next CRG meeting

Next CRG Meeting will be hold in November at IKEA premises. Date will be decided after mail exchange with the participants.
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